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Containers in a nutshell

APack resources and kubernetes
configuration with
application

ALightweight
virtualization solution

AShared OS kernel doc er

APortable, easy to use

y

Increasingly popular

Core OS5
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OS Bloat
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Lines of code per Kernel version
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OS Bloat

At 2RI 8 Qa4 2 LIS Nlahurddghge ofisérdicesicyd
Alncreases potential attack surfaces
AReduces performance
ATens of millions of lines of code
APoor isolation of kernel & applications from privileged code
AOnce attacker has control of @Scan abuse any application

A All modules & services
A not necessary for the specializetifbloatedcontainers

AOur goalReduce the size/complexity of operating systems



Main Thrusts

AFundamental Techniques
APartial Evaluation
ADynamic+Statidnalyses

A Symbolic Analysis
AX.

AApplications
A Application specialization
ADebloating containers
AKernel specialization
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Partial Evaluation for
Binaries
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2. Compilerassisted Specialization



Partial Evaluation

int power(nt x, inty, int n) {

inta = 1;
AFramework for while () { Initial
- e - a*=(xX+y); Partial
specializing and State
optimizing return a;
} [ym 1,nm 2]
programs

APerforms common v v

optimizations implicitly S =TI V1 [TE1(e]f

U

int power, _; ,-@ntx) {

_ inta=1;
greoSI?:ril a*=(x+1);
J a*=(x+1),

return a;

}



MachineCode Partial Evaluation:
Potential Applications

A Debloating& attacksurface reduction
1 Partial evaluator emits specialized versions of procedures
1 Excludes paths that are naxecutable for a given input
I Provides a way teemove program features



MachineCodePartialEvaluation Goal:
Disable and Remove Static Apache Module

- -
Iog config ConfigFiles

Configuration values
incorporated into
program logic
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MachineCode Partial Evaluation:
Potential Applications

A Debloating& attacksurface reduction

1 Partial evaluator emits specialized versions of procedures

| Excludes paths that are naxecutable for a given input
Provides a way teemove program features

]
A Layer collapsing & attaedurface modification

I In-lining intermingles the caller anzhllee
I Consolidates layeisf the system
I Changes which attacks succeed



MachineCodePartiatEvaluation Goal
Layer Collapsing

FuncA
Application FuncC

FuncB

Funcs FuncD FuncA

Library 1 Application

FuncC Funck

Library 2
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e ks Specialized on State
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State Trackingia Incremental Rablangerprints

Pages

P1 P2 P3 P4 | mmp OldHash:H

lj4

“] 1  Memory Writes

P2 P3

lleLsz(jS | Q dzaAy3 2yfeée |3

1 1,and 4 With:
4 GiBaddress space
New Hash: 5 . ~1M basic blocks
1 Q T AYyORINKJZNI GSO1 2 128-bit fingerprint:

Probability of a collision ¢
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Status and Future Work

A Current status of x86 partial evaluator
1 Prej stage: works on micrbenchmarks
A Future work
1 Scaling up x86 partial evaluator
A Success on larger hamtafted benchmarks

A Coreutils

A Apache modules
I New partiatevaluation algorithm tailored for feature removal



Compilerassisted
Specialization



Compilerassisted Specialization

AA program is always run with some fixed inputs

ADevelop dlght-welghtu SOKYA lp Sallyu KT 0
evaluate¢ UKS LINPINFXY GAUK

inputs

AExpose information about the fixed inputs to the
compiler
AFor example, by making some variables constant

ALet the compiler perform optimizations, including
removing dead code




Example

AlmageMagiclprovides handling of several image
formats and multiple transformations on images



-adaptive-blur - —adaptive-resize « ~adaptive-sharpen « —adjoin » —affine « -alpha « —annotate « —antialias « -append -
-attenuate « —~authenticate » ~auto-gamma » —auto-level « —auto-orient » —auto-threshold « -backdrop « -background -
-bench » -bias « -black-point-compensation « -black-threshold » -blend  -blue-primary « -blue-shift « -blur » -border -
-bordercolor « -borderwidth « -brightness—-contrast « —cache « ~canny » —caption « —cdl « ~channel « -charcoal « ~channel-fx
» —chop » —clamp » -clip * -clip-mask « -clip-path » -clone « -clut « -coalesce » -colorize » —colormap « -color-matrix »
—colors « —colorspace « ~combine « —~comment » ~compare » —complex « -compose * —composite » —~compress ¢
-connected-components » —contrast  -contrast-stretch » —~convolve « —copy » —crop » -cycle « —~debug » —decipher -
-deconstruct » —-define » —delay » —-delete » —~density « -depth » —~descend » ~deskew « —despeckle « —direction « —displace »
-display » —-dispose ¢ —dissimilarity-threshold « -dissolve « -distort » —distribute-cache « -dither » -draw » —duplicate «
-edge » —emboss * —encipher » -encoding « —endian » —enhance » -equalize » —evaluate » —evaluate-sequence » —extent «
—extract « -family » —features « —fft « —fill » —filter » —flatten « —flip » —floodfill » —-flop » —font « —-foreground » -format »
—format[identify] « -frame « —frame[import] » -function « —fuzz » -fx « -gamma  -gaussian-blur « -geometry « -gravity «
—grayscale » —-green—primary « —hald-clut » -help » -highlight-color « -hough-lines « —-iconGeometry « -iconic » —-identify »
—ift « -immutable « -implode » -insert « —intensity » —intent « -interlace « -interpolate » —interline-spacing »
-interword-spacing « —kerning « ~-kuwahara « -label « -lat « -layers » -level « -level-colors « -limit » -linear-stretch »
-linewidth « -liquid-rescale » -list » —-log » —-loop » -lowlight-color » -magnify « -map « -map[stream] » -mattecolor «
-median « -mean-shift « -metric » -mode « -modulate - -moments » -monitor « -monochrome « -morph « -morphology -
-mosaic « -motion-blur » -name » —negate « -noise » -normalize » —opaque » -ordered-dither « -orient « -page « —paint «
-path » —-pause[animate] « -pause[import] « —perceptible « —ping » —pointsize » —polaroid « —poly * —posterize » —precision »
—preview « —print « —process » —profile « —~quality » ~-quantize » -quiet » -radial-blur « -raise » -random-threshold «
-read-mask « -red-primary « -regard-warnings « -region » -remap « -remote » -render » -repage « —-resample « —resize «
-respect-parentheses » —reverse » -roll » -rotate « —sample » —sampling—factor « -scale » —scene « —screen » —seed » —segment
« —selective-blur » —separate » —sepia-tone « —set « -shade « -shadow « -shared-memory « -sharpen « —shave » —shear »
-sigmoidal-contrast » -silent » —similarity-threshold  —size » -sketch « -smush » -snaps « —-solarize « —-sparse-color » —splice
» —spread « —statistic « —stegano « —stereo « —storage-type  —stretch « —strip » —stroke » -strokewidth « -style »
-subimage-search « —swap ¢ —swirl » —synchronize » -taint » -text-font « —texture « -threshold « ~thumbnail « -tile «
-tile-offset » —tint » -title « -transform « -transparent » —transparent-color « -transpose » -transverse » —treedepth « —trim -
-type » —undercolor » —unique-colors » —units « —unsharp « —update » -verbose » -version « -view » -vignette » —virtual-pixel

June-yisuabtg-watermark » ~wave  ~wavelet-denpisesmyveighttmevehite-point « ~white-threshold « -window e
-window-group « —write « ~write-mask 2 O



Example

AlmageMagiclprovides handling of several image
formats and multiple transformations on images

Aln a specific deployment, we need only a some
formats and some transformations

AWe can specializenageMagicland remove all the
unnecessary code for this deployment

AReduces the attack surface dueltnageMagick



Approach

ARun the program until a specific point

AWhatever variables can be made constant based on
fixed inputs, make them so

ACompile again with optimizations turned on



Example: Exponentiation

int main(int argc, charsx argv) {
int exp = atoi(argv([1]);
, int base = atoi(argv[2]);
int product;
for (product = 1; exp !'= 0;
product %= base, ——exp);
printf("%d\n", product);

by

Exponentiation | Square
argv [1] Is fixed to be 2

June 22, 2018 Debloating Containers




Example: Exponentiation

int main(int argc, charsx argv) {
int exp = 2;
int base = atoi(argv[2]);
int product;
for (product = 1; exp != 0;
product x= base, ——exp);
printf("%d\n", product);

g

Made variables constant

June 22, 2018 Debloating Containers
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Example: Exponentiation

int main(int argc, charxx argv) {
int base = atoi(argv([2]);
printf("%d\n", base x base);

}

After compiler optimizations

June 22, 2018

Debloating Containers

25



DeterminingConstantification
Candidates

ASeveral ways to run the program

ATaint analysis
A Mark nonfixed inputs tainted

A May need to handle issues with control dependences on
tainted variables

A Differential fuzzing

A Fuzz noixed inputs

A Track constant portions of program memory across runs
A Symbolic execution

A Make nonfixed inputs symbolic, fixed inputs concrete

A Track concrete portions of program memory



Status and Future Work

AWe use KLEE for symbolic execution

AThe results from KLEE are used to modify the LLVM
IR of the program

AThe IR is then optimized by standard LLVM passes
AWorking on small programs such as exponentiation
ANext step: get system working on Giareutils



DebloatingContainers



Endto-End System

\
Necessary Kernel Other Kernel Necessary Kemel
Services required  Services Services required
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Container Images

ABuilt layerupon-layer ~ FROM_debian:jessie

AE g the MySQL image# add our user and group firs
builds overdebian:jessie"UN 9roupadd —r mysql & user

Ageg_ps .3_.” f||_es fI‘OI’T_} # add gosu for easy step-down
eolan:jessieven | ENV GOSU VERSION 1.7
they are not necessary

set —x \

ASome containers even && apt-get update &&
paCk_ m(_)re than one && wget -0 /usr/local
appllc_atlonc not how && wget -0 /usr/local
containers should work && export GNUPGHOME="
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Cimplifier

AA tool to debloat and partition containers
AFinds and remove unneeded resources

APartition containers based on usdefined policy
AMight even need to create separate customized kernels

AAutomatically creates complying partitions that
function together like the original container



Evaluation: Processing Containers

Size (MB) Analysis Time | Result Size
(S) (MB)

nginx 95%
redis 151 5.5 12 92%
mongo 317 14.0 46 85%
python 119 5.3 30 75%
registry 33 2.9 28 15%
haproxy 137 4.3 10 93%
mediawiki 576 16.8 244 58%
wordpress 602 16.2 207 66%
ELK stack 985 26.1 251 75%
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T To Io I

Further Directions: Symbolic Execution

Cimplifierusesstraceto identify required system resources
Dynamic analysis leads iticcomplete code coverage

Integrate symbolic execution witlCimplifier
A increase code coverage

Tried a variety of tools:

A Klee, Driller
A Other tools had limits (limited to C, limits testcasegeneration, etc.)

We finally settled onAngr



Angr

Analyzes binaried, both static and dynamic symboliccfnhcoli¢) analysis
Works on multarchitecture binaries

We use it toanalyze container binaries to get the list af/scalls

A avoidstestcasegeneration

To I T

A Con: path explosion

* ShoshitaishviliSG ' f @ a{hYY o{GFGS 2F0 ¢KS ! NI 2F 2 N¥Y h°



How we uséngr

A To identify system resources required bgiackercontainer
A tracesyscallstarting fromdockercontainerdprocesss strace

A Possibility of variation in inputs
A 2yteée gAGK OGKS aO2NB FLIWLIX AOIF GA2Y
A core application®\ either from developerCimplifier
A Lylrtels 2yteée GKSasS aoamt | LI A O

A Get list of additionalsyscallsused by the container usingngr

A Combine thesyscalldists fromstraceandangr

A This list is useful for:

1. Containedebloatingby Cimplifier
2. Kernedebloating



Binary Analysis usiAggrc Prelim Results

A Code coverage =

8

- * 100

by exploring all states In
symbolic execution

A Issue-> Path explosion

June 22, 2018

Achieve 100% code coverage

Containers  Binaries 100% Code

analyzed Coverage by

by Angr Angr
nginx nginx YES
eugeneware  nginx YES
/docker php5-fpm NO
wordpress
nginx mysqld NO
redis redis NO
server
mongo mongod NO
python python NO
registry registry NO

36



Future Work irCimplifier+Symbolic
Execution

A Strategies for binaries where 100% code coverage not
possible due tgath explosion

1. Setting timeouts
A get code coverage as close as possible to 100%

2. Tweaking exploration strategies useddngr
A to reduce path explosion

A Integration withCimplifier
A more aggressive Container reduction/slicing



Debloating OS Kernels



Capture

Endto-End System

1. Splitting into trusted/untrusted kernels
2. Kernel Reduction Approach

Necessary Kernel
Services required
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Specialize OS for Containers

1. Proxosbased Kernel Debloating

2. Other Kernel Reduction Approaches
ACall graph analysis
A Instrumentation/dynamic techniques
ACode rewriting
AUnikernels
Aetc.



Proxosbased Debloating

[OSDI 2006]

AProxosA isolation of private/privileged application

ASystem calls to sensitive resouregs
Al LILX AOIF 0A2Y R2SayQi

orivate VM

Private VM Commodity OS VM
: Security- Other
. Private " S
Private OS Application Sengltlye Applications
Sensitive Data Application

\‘/H%t PVOCGSSF"';-.
e
@ Commodity OS Kerng

Hypervisor

lyz2



Proxos Example | SSH Server

AApps have access to commodity OS
ABut sensitive resources can be isolated

AE.g.: SSH Server

Auser passwords, host key, efg. private OS
AAIl network packets decrypted in private app beferadshell

Private VM Commodity OS VM
Private OS Sirsv'lr Pipe 4Command Shell Network
L —— etwor
Passwords Encrypt

Host Process}-.,

L
.
| ]

Host Keys

A

* n
Linux Kernel'™* s «*




Unikernels

A Specialized, singleddressspace machine images
A constructed by using library operating systems

APros
Ashrink the attack surface
Aresource footprint naturally

ACons
Aimpoverished library ecosysternr
Alimited debugging
Aporting existing applications tak

June 22, 2018 Debloating Containers

Configuration Files

Application Binary

Language Runtime

Parallel Threads

Unikernel compiler
application source code

confipuration files

hardware architecture
whole-system optimisation

User Processes | | Application Code
05 Kernel -[a;g-u;g-c-ﬂju-n; |n_1; |
Hypervisor Hypervisar
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unikernel
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Exploration of Linux Kernel Reduction

Library OS r >

application .
source

Unikernel‘

kernel + application
source
binary ) | | .
N ) runtime trace
*| config symbol table
- ¥
static ‘ I . ) |
\ slice binary |+
analysis
Reduced
kernel
1
¥ Reduced
sources used sources used Kernel
static dynamic
( .|. ) (dy ) 1 syscall, call graph, cfg
. gemu, kvm based trace
"
mapper . bin tools

June 22, 2018 Debloating Containers
. unikernel 44



Linux Kernel Configuration

AKernel configurations are generic
A built to run more than one application and devices
A hence not tuned for a specific (set of) application

AKernel configuration system
A ~3000 configuration options
A Extremely complex, many hidden dependencies

ACompiling minimal kern@urrentlyinvolves
A Gainindots of domainspecific knowledge about Linux kernel
A Deep understanding of OS requirements of application

A Ad-hoc trial and error, add/remove build config options until
application seems to work




Tinyconfig:a better starting point?

Unselect all optional configs, only enable configs that reduce size

Alt ishard to customize everything for an application
A optional feature configs e.g. ASLR, debugging functionality
A no knowledge of the underlying hardware e.g. network card vendor

A Goal is to find aninimal set of configdor a given application
A System call list of target application gives hints
Al RR N&XI|j dzA NBtiRycohftyedi dANBENY Sif2 €



Tinyconfig+Develop&ptions:
NGINX

Options Selectedtinyconfig+
o Network Stack

o0 Initramfssupport
o Virtualization
o0 Executable file formats support for ELF binaries
0 #! scripts
Binary Size | Binary Size | # Sourcdiles | # Sourcdiles | Configuration
(compressed) in binary used in trace | Options
defconfig 7.5MB 30MB 3162 N/A 1256
custom 837KB 1.9MB 1030 637 326

config




SyscalbasedReduction

1.ldentify the system call list used by application and kernel
A Dynamic tracingstrace
A Symbolic executiork[ee angi

2.Remove unused system calls
A Everysyscalls an entry point in the control flow graph of kernel
A Removingsyscallcode can, potentially, mark more unusezhllees
Ae.g.do_mprotest_pkepecomes unused iByS_mproteck
SyS pkey mproteatre removed



