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Abstract

The useof modelchecking for validation requires that
modelsof theunderlyingsystembecreated.Creatingsuch
modelsis bothdifficult anderror proneandasa result,ver-
ification is rarelyuseddespiteits advantages.In thispaper,
we presenta methodfor automaticallyextracting models
from low level software implementations.Our methodis
basedon the useof an extensiblecompilersystem,xg++,
to performtheextraction.Theextractedmodelis combined
with a modelof thehardware, a descriptionof correctness,
andan initial state. Thewholemodelis thencheckedwith
the Mur � modelchecker. As a casestudy, we apply our
methodto the cache coherenceprotocolsof the Stanford
FLASHmultiprocessor. Our systemhasa numberof advan-
tages. First, it reducesthe costof creatingmodels,which
allowsmodelchecking to beusedmore frequently. Second,
it increasestheeffectivenessof modelcheckingsincetheau-
tomaticallyextractedmodelsare more accurateand faith-
ful to theunderlyingimplementation.We founda total of 8
errors usingour system.Two errors were global resource
errors, which would be difficult to find throughany other
means.Wefeeltheapproach is applicableto otherlow level
systems.

1 Intr oduction

Ourability to designandmanufactureincreasinglycom-
plex systemsis quickly outstrippingour ability to verify
thosesystems.Thetraditionalmethodof verificationis test-
ing throughtrials. However, it becomesexponentiallymore
difficult to fully exercisea systemthrough testingas the
numberof control pathsand cornercasesincreases.The
resultis increasedsystemcostanddecreasedsystemrelia-
bility.

Formalverificationmethodsareanattemptto solve this
problem[17, 18, 21]. Oneoptionis modelchecking,which
is the systematicandexhaustive explorationof the system

statespace.Thecomputationalcomplexity of modelcheck-
ingmakesit impracticalfor full systemmodels,soit is com-
monto abstract systembehavior (which meansto suppress
implementationdetails)or to scalethesystemdown(which
meansto modela small instanceof the system,say, three
processorsinsteadof 64). Performingoneor bothof these
usuallycoversagreaterrangeof behavior thanconventional
testing,andsouncoversbugsthattestingdoesnot. It is im-
portantto notethatwhenusedin this way, modelchecking
abandonsthe traditionalgoalof formal verification,which
is proving the “correctness”of a system,in favor of the
morepragmaticgoalof discoveringbugs.

The difficulty of abstractingthe design,a processthat
involvesa greatdealof manualeffort, hampersthe useof
modelcheckingin actualsystemdesign.Moreover, human
errorsin themanualabstractionresultin missingbugsand
causingfalsealarmsduringtheverificationprocess,further
increasingthe cost and reducingthe usefulnessof model
checking. Sucherrorscan be introducedboth whencon-
structingthe modelandasa resultof “drift” as the actual
systemevolves[8].

This paperfocuseson making model checkingpracti-
calby developingtechniquesto automaticallyextractmodel
descriptionsfrom code.As acasestudy, weapplyourmeth-
odsto the cachecoherenceprotocolsusedon the Stanford
FLASH multiprocessor[15]. A FLASH protocol imple-
mentationconsistsof a collectionof event-drivensoftware
handlers thataredispatchedaccordingto the requeststhat
arrive on thevariousinterfaces.Thesehandlers,which run
onthenodecontroller, sendmessagesontheI/O, processor,
andnetwork interfacesto maintainadirectoryof cacheline
statesandservicecacheline requests.

Conventional simulation-basedverification of FLASH
hasfound many protocolbugs. Nevertheless,no protocol
hasbootedperfectlyonthehardwareonthefirst try [7]. Us-
ing simulationto verify the protocolshasbeeninadequate
becauseof thelimited andfixeddetaillevel of thesimulator
andthehighcostof simulatinga largenumberof paths.

Thoughour approachcouldhave beenappliedto a wide



rangeof systems,FLASH protocolcodehasa numberof
featuresthat make it a good casestudy of our approach.
First, thecatastrophicnatureof coherencecodebugshasal-
readyled othersto usemanuallydrivenmodelcheckingto
checkFLASH protocols[19]. Thus,we cancompareour
methodwith a more conventional verification technique.
Second,FLASH is representativeof low level codethatex-
ists on a variety of embeddedsystems. It is highly opti-
mizedanddifficult to read,andthusdifficult to specifycor-
rectly. Finally, for the purposeof finding errors,FLASH
representsa hardtest: it is real,working,systemscodethat
hasundergoneyearsof testingundersimulation,on a real
machine,andvia formalverification.Themainprotocolwe
check,dyn-ptr, hasbeenunderconstantusefor overfive
yearsandhasformedthebasisfor almostall experimental
resultson thehardware[13].

The critical enablingtechnologyfor our approachis an
extensiblecompiler, xg++ [7, 10]. xg++ allows usersto
easilywrite domain-specificanalysisextensionsusingalan-
guagecalledmetal. Therearetwo typesof extensions:ex-
tensionsthat perform extraction, and extensionsthat per-
form translation. Extractionextensionsselectsectionsof
protocol code to be modeled,while printing extensions
translatetheextractedprotocolcodeinto aMur � modelde-
scription.xg++ usesprogramslicing to extracttheselected
sectionsof theimplementation,while thetranslationis per-
formed on the sliced-outabstractsyntaxtree (AST) [23].
Becausethe extractionis flexible, the authorof the exten-
sionscanusehumanjudgmentto abstractaway implemen-
tationdetailsin orderto focuson theimportantaspectsand
exploit all of theprogrammingconventionsusedin thepro-
tocol codeto do the bestpossibleextraction. The useof
xg++ for this applicationmakesit feasibleto write several
customizedtranslatorsto producedifferent modelsof the
sameunderlyingsystem,eachfocusingon different func-
tionality. Eachextractedmodel is then combinedwith a
manuallyconstructedmodelof therestof thesystem,acor-
rectnessdefinition, andan initial stateto form a complete
model,which is verifiedusingtheMur � modelchecker.

Our mainresultsare:

1. Theapproachis effective. We foundeightharderrors
in the code. All of thesecould have crashedthe sys-
tem. Two areerrorsthat only occuron very specific
sequencesof events,which would make themdifficult
to find throughtesting.

2. The approachis practical. Our extractionand trans-
lation extensionsare about100 lines of code,which
extractdescriptionsthatareapproximately1000lines
from implementationsthat are about10K lines. We
did not have to make any modificationsto theFLASH
source,exceptto preprocessingmacros.

3. The approachis moreeffective thanmanualverifica-

tion – it found more bugs (the manualeffort found
none) and is significantly easier. Its increasedef-
fectivenessis largely due to the automaticextrac-
tion, which is morefaithful to theimplementationand
checksmany more featuresthan the manually con-
structedmodel.

We arenot claimingthatthesetechniquesarefully auto-
matic.Rather, they automaticallyextractmodelsfrom parts
of thesystemwhoseimplementationsareunderstandableby
xg++. For example,theFLASH network hadto bemanu-
ally modeledbecauseit did nothaveanimplementationthat
couldbeautomaticallyprocessed.

In thispaper, wewill explainourmethodologyandshow
how it wasappliedto the FLASH cachecoherenceproto-
cols. We begin with a high level overview of how thesys-
temworksin Section2. Thestepsthatrequiremanualinter-
ventionarethendetailedin Sections3, 4, and5. Section6
presentstheresultsof ourverificationof theFLASH proto-
cols. We follow this by examiningtheaccuracy of a manu-
ally constructedmodelof aFLASHprotocolin Section7. A
comparisonof ourmethodto othersimilarmethodsis given
in Section8. Finally, we concludethepaperin Section9.

2 Overview of the Extraction Method

In this section,we explain at a high level how our sys-
tem works and thengive an exampleof how an extracted
model compareswith a manuallybuilt model, as well as
with the correspondingimplementationcode. Figure1 il-
lustratesthe processof extractingandverifying modelsof
theFLASH protocols.In our system,clientsusethexg++
extensionlanguage,metal, to write the metalslicer exten-
sion,whichspecifiesthestatevariablesandsubroutinesthat
shouldbeextractedinto themodel. Theuseralsospecifies
rulesin themetalprinter extensionfor translatingthesliced
actionsinto aMur � modeldescription.Thexg++ compiler
thentakesthesetwo metalextensionsalongwith theorigi-
nal implementationcodeandproducesaMur � modelof the
protocol.

Mur � is a model checker that usesexplicit stateenu-
merationwith a Pascal-like languagefor specifyingmod-
els. Model checkersperform verificationby exhaustively
searchingthe reachablestatesof a systemfor violations
of user-specifiedinvariants. In any given state,Mur � will
“nondeterministically”executeall possibleoutcomes.Each
outcomeisanew state,whichischeckedfor correctnessand
theninsertedinto a tablethatcontainsvisitedstates.If the
statehasbeenvisitedearlier, it is prunedandits successors
arenot visitedagain.

BeforetheMur � modelcheckercanbeapplied,thepro-
tocol modelmustbe combinedwith a modelof the hard-
ware on which the protocol runs. Unfortunately, thereis
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Figu re 1. Flow char t of model extraction and verificatio n

no easyway to automaticallycreatethis model sincethe
hardwaremodelmustdescribeeverythingfrom the behav-
ior of the processorinterconnectto the functionalunits on
the nodecontroller. As a result, the usermust still write
the hardware model manually. The usermust also spec-
ify a definitionof correctnessin the form of invariantsand
assertions,as well as a startingstate. In the caseof the
FLASH protocols,thesehadto bemanuallyspecifiedsince
nonecouldbeextractedfrom theimplementation.

At a high level, the user performsthe following five
steps:

1. Define the protocol stateto be modeled. This is es-
sentially a list of variablesand functionsrelevant to
the propertiesto be checked andcomprisesthe metal
slicerextension.

2. Add routinesthatinsertor rewrite code.Thisstepmay
addcorrectnesschecksor abstractaway detail for the
model.Thiscomprisesthemetalprinter extension.

3. Createamodelof thehardware,correctnessproperties,
andinitial state.This processis entirelymanual.

4. Combinetheextractedmodelwith themanuallyspeci-
fiedcomponentsto createacompletemodelthatMur �
cancheck.This canbeautomated– in our case,a set
of scriptsperformedthis function.

5. Checkthemodelwith Mur � . Themodelcheckerpro-
vides an error traceif any correctnesspropertiesare
violated.

However, thesestepsare not asdifficult as they might
appear. The first threestepsareonly necessarywhen the
modelis first defined,if thereis asignificantreimplementa-
tion, or if thescopeof theverificationeffort changes.Since

themetalextensionsareappliedto all handlers,they arein-
dependentof thenumberof handlersin theprotocolcodeor
thelengthof thecode.Thefirst two stepscanbeusedto de-
fineseveraldifferentprotocolmodels,but thesemodelswill
usuallyhave nearlyidenticalhardwaremodels,correctness
propertiesandstartingstates.Furthermore,thoughthe last
two stepsmightneedto beperformedmorefrequentlythan
thefirst three,they arealmostcompletelyautomatedin our
system,thusminimizingtheincrementalcostof keepingthe
modelupto dateif theunderlyingimplementationchanges.

Now, let us examinehow this extractionmethodworks
onanactualsegmentof FLASH protocolcodeandhow the
extractedmodelcompareswith amanuallyspecifiedmodel.
Figure3 shows a manuallyspecifiedmodelof the FLASH
protocolcodein Figure2, both with line numberannota-
tionsthatillustratethecorrespondencebetweentheFLASH
implementationandmodeldescription.What the segment
codeactuallydoesis notimportantfor thisexample.Rather,
thereadershouldnoticethat thepathsof executionarede-
pendenton thehl structure,which is thedirectorystate.In
addition,therearevariousSEND commandsthatcausemes-
sagesto besentontheprocessor(PI) ornetwork (NI) inter-
faces.Finally, the readershouldnotethat therearedebug-
ging assertionsin the codethat function just asassertions
do in any C code.A Mur � modeldescriptionconsistsof a
seriesof rules. Therule bodiesareexecutedwhentherule
precondition(thepartbeforethe==>) is true.Thestructure
of themodeldiffersfrom thecodebecausetheauthorof the
modelchoseto usetwo separateruleswith differentprecon-
ditionsthatareexplicit “if ” statementsin thecode.Despite
thissuperficialdifference,thereis aclearmappingbetween
statementsin theMur � descriptionandtheFLASH imple-
mentation.

Thecoreobservationmotivatingourwork is thatthecor-



void PILocalGet(void) {
/* ... Boilerplate setup code ... */
headLinkAddr =

FAST_ADDRESS_TO_HEADLINKADDR(addr);
FLDEBUG(’h’, "%u: headLinkAddr = %llx",

procNum, headLinkAddr);
READ_HEADLINK(headLinkAddr);
nh.len = LEN_CACHELINE;

2,10 if (!hl.Pending) {
11 if (!hl.Dirty) {

/* ... 37 lines deleted ... */
ASSERT(!hl.IO);
// The commented out ASSERT is
// true 99.99% of the time, but is
// not always

12! // ASSERT(hl.Local);
/*... deleted 15 lines ... */

14 PI_SEND(F_DATA, F_FREE, F_SWAP,
F_NOWAIT, F_DEC, 1);

13 hl.Local = 1;
/* ... deleted 14 lines */

3 } else {
5 ASSERT(!hl.List);
5 ASSERT(!hl.RealPtrs);

FLSTAT_INC(procNum, readsCancelled);

if (!hl.IO) {
5 ASSERT(hl.HeadPtr);
4 ASSERT(!hl.Local);

nh.len = LEN_NODATA;
/* setting opcode for send */

8 nh.msgType = MSG_GET;
/* setting destination to

node that called us */
8 nh.dest = hl.Ptr;
8 NI_SEND(THIRD, F_NODATA, F_FREE,

F_NOSWAP, F_NOWAIT, 12);
/* ... deleted 12 lines ... */

6 hl.Pending = 1;
}

Figu re 2. Code associated with model de-
script ion in Figure 3.

Rule "PI Local Get (Else)"
1: Cache.State = Invalid & ! Cache.Wait
2: & ! DH.Pending -- if pending NAK
3: & DH.Dirty ==>

Begin
4: Assert !DH.Local "PILocalGet:L = A0";
5: Assert DH.Head & !DH.List & DH.Real=0

"PILocalGet:case D=1";
6: DH.Pending := true;
7: Cache.Wait := true;
8: Send_Request(Home, DH.HPtr, Get,

Home, void);
End;
Rule "PI Local Get (Put)"

9: Cache.State = Invalid & ! Cache.Wait
10: & ! DH.Pending -- if pending NAK
11: & ! DH.Dirty ==>

Begin
12: Assert !DH.Local "PILocalGet:L = A0";
13: DH.Local := true;
14: CC_Put(Home, Memory);

EndRule;

Figure 3. Partial Mur � model descri ption for
the PILocalGet handler in Figu re 2.

Rule "PI Local Get"
Cache.State = Invalid & !
Cache.Wait & Qspace(1) ==>

Begin
* HG_header.nh.len := len_data;

if(hl.Pending = 0) then
if(hl.Dirty = 0) then

mbResult :=
pi_send_func(procNum, nh);

Local := 1;
else

assert(((hl.List = 0) != 0));
assert(((hl.RealPtrs = 0) != 0));
if(hl.IO = 0) then

assert((hl.HeadPtr != 0));
assert(((hl.Local = 0) != 0));

* nh.len := len_nodata;
nh.msgType := MSG_GET;
nh.dest := hl.Ptr;

* assert(nh.len = len_nodata);
ni_send(2, 0, procNum, nh);
hl.Pending := 1;

else
/* ... deleted ... */

Figure 4. An auto maticall y extracted model of
the FLASH code in Figure 2.



respondencebetweenthemodelandthe implementationis
so strongthat it shouldbe possibleto automaticallybuild
the modeldescriptionfrom the code. We seethis in Fig-
ure 4, which shows an automaticallyextractedmodel of
the codein Figure2 that wasderivedby our system.The
metalslicer usedto generatethis descriptionspecifiesthat
thehl andnh variables,theSEND functions,andtheasser-
tionsshouldbeextracted.Theextractedmodelmirrors the
codemorecloselythanthemanuallyconstructedmodeland
is richer in its description. Specifically, the headerlength
assignmentsandassertionspresentin the code,which are
markedwith asterisksin thefigure,areincluded.Automatic
extractionmakesit easyto modelsuchadditionalfeatures.

Therearesomedifferencesbetweenthe manuallycon-
structedmodelandtheextractedmodel.An exampleof this
is line 7 in Figure3, which doesnot appearin the proto-
col codebecausethe hardwaresetsthe cachestate. When
manuallymodelinga system,the user is free to mix ac-
tionsof both thecodeandthehardwarein themodel. Our
extractedmodeldoesnot includehardwareactions,which
mustbemodeledmanuallyinstead.Anothergoodexample
of both of theseproblemsis line 12 in Figure 3. It is an
assertionthat hasbeenremoved from the implementation,
but remainsin the Mur � description. On the otherhand,
it did not causeany falsepositivesbecauseof translation
mistakeselsewherein themodel. Theproblemof drift and
translationmistakesbetweenmanuallywritten modelsand
theunderlyingimplementationswill begivenmoredetailed
treatmentin Section7.

Automaticextractionhastwo importantbenefits.First,
thetime requiredto createa modelis reduced,andthusthe
usercanspecifya largenumberof smallmodelsthatcheck
orthogonalaspectsof the sameimplementation. These
small modelsmake model checkingcomputationallyfea-
sible, but do not sacrificemodeldetail. The otherbenefit
is that the automaticextraction ensuresthat the extracted
modelis faithful to theoriginal implementation.

3 The Metal Slicer

We now discusshow oneusesxg++ to extracta proto-
col model.xg++ breakstheextractiondown into two tasks.
First, it usesthemetalslicer to removelinesof codethatdo
not affect the protocolstatethe useris interestedin mod-
eling, thusslicing the implementationdown into a simpler
model. Second,it translatestheactionsin theprotocolim-
plementationinto abstractedactionsin the modelwith the
metalprinter. We examinethe metalslicer facility in this
sectionandleave themetalprinter for thenext section.

The metalslicer allows the userto matcharbitraryex-
pressionpatternsin the implementationcode to selecta
slice.Figure5 givesapartialexampleof a metalslicer that
extractsactionsneededto checkthattheprotocolcodesets

the lengthfield of a packet headercorrectly. Eachpattern
declaration(pat) selectsaportionof theFLASH codethat
will be extracted. For example,pat length indicates
thatthelengthfield in themessageheaderis to beextracted
aspartof themodeldescription.Messagesendsandsome
directoryvaluesarealsoincluded:theformersincethepro-
tocol must ensurethat messageshave their headerlength
fields setcorrectlybeforesending,the latter so that paths
dependenton thedirectorystateareexecuted.In total, the
metalextensionof thedyn-ptr protocolis very compact,
encompassingapproximately40 lineswithoutcomments.

Usinga slicing algorithm[22, 23] automaticallyderives
all codethat affects the partsselectedby the metalexten-
sions.Our xg++ basedslicercomputesa backward sliceat
thelevel of statementswith analgorithmbasedon thepro-
gramdependencegraph(PDG) [12]. The nodesof a PDG
representprogramstatementsand the arcs representthe
controlanddatadependenciesbetweenstatements.Control
dependenciesoccurwhenastatementcanaffectwhetheran-
otherstatementis executed.For example,thetrueandfalse
branchesof an “if ” statementarecontrol dependentupon
its condition. Datadependencies,on the otherhand,link
definitionsof variablesto their uses. Intuitively, thesede-
pendenciescapturetheflow of informationfrom valuepro-
ducersor mutatorsto their consumers.Datadependencies
can be calculatedusing the well-known “reachingdefini-
tions” dataflow algorithm[1]. Theslicing algorithmitself
is implementedasa simplegraphtraversalof thePDG.

Standardslicingtechniqueshavedifficulty producingac-
curateslicesin thepresenceof commonC constructssuch
as pointers,unions,and unstructuredcontrol flow. How-
ever, sinceFLASH protocolcodesharesfeaturescommon
with low level systemscode,it thosetroublesomefeatures
of C in very limited ways.As our sliceris configurable,we
canhave it automaticallyabstractthosefeaturesby rewrit-
ing thosesections,aswill bedemonstratedin Section4.

By having anextensiblecompilersuchasxg++ theuser
neednot understandthe detailsof manipulatingthe com-
piler’s internaldatastructures,nordoestheuserneedto un-
derstandtheimplementationof programslicingalgorithms.

4 The Metal Printer

Translationof the sliced code is accomplishedby the
metalprinter extension,which allows the userto arbitrar-
ily insertor rewrite actionsin the modeldescription.This
facility allows the userto exploit domain-specificknowl-
edgeto createanoptimalextraction. This capabilityis im-
plementedby matchinguser-specifiedpatternsagainstthe
abstractsyntax tree as the slice is emitted. A patternis
enclosedby the first setof bracesbeforethe ==>. If the
patternmatches,thenthe default output is suppressedand
the pattern’s action (after the ==> token) is executedto



sm len slicer {
/* wildcard variables for pattern matching */
decl { scalar } type, data, keep, swp, wait, nl;

/* Pattern that will match all uses of the length field. */
pat length = { nh.len };

/* Patterns to match network and processor message
sends, which use the length field. */

pat sends =
{ NI_SEND(type, data, keep, swp, wait, nl) }

| { PI_SEND(type, data, keep, swp, wait, nl) }
;

/* Patterns to match accesses to directory entries */
pat entries = { hl.Local } | { hl.Dirty } | { hl.List };

/* Mark all matched patterns: the slicer will
extract these and all code that influence them. */

all: length | sends | entries ==> { mgk_tag(mgk_s); }
;

}

Figure 5. A metalslicer extension used to extract a model for verification of length field handlin g.

output user-specifiedcode. The specialemitter function
mgk e takesaprintf-like formatstringaugmentedwith
%t, which allows matchedpatternsubtreesto be output
asstrings. Oneuseof this facility is to includeadditional
codethat checksfor correctnessproperties.This canhelp
userstightentheverificationof theirmodels.Figure6 gives
anexampleof a protocol-specificprinterthatautomatically
insertsassertionsbeforeeachNI SEND to checkthat the
lengthfield in a network packet is correctlysetbeforethe
packet is sent.

In addition to strengtheningthe correctnessproperties,
themetalprinter facility canbeusedtoabstractawayimple-
mentationdetailsby taking advantageof FLASH domain-
specific knowledge. There are three main areasin the
FLASH verification wherethis is done: the emulationof
bit operationsin Mur � , reconstructingimplicit typesfrom
C unions,and abstractingC datastructuresto reducethe
statespace.

Mur � is a moreminimal languagethanC, andassuch,
doesnot provide someof the facilities that C does. Some
examplesof this arethebit operationsthatareoften found
in embeddedsystemscodesuchasthe FLASH protocols.
Theseoperationsmustbeemulatedby the Mur � modelto
allow for properprotocol modeling. We useour config-
urableprinter to matchusesof unsupportedoperationsand
rewrite themto call subroutinesin thehardwaremodelthat
emulatethoseactions.

Anothercomplicationresultsfrom theloosetypingof C.
In thebitvector protocol,theVector variablerepre-
sentsa singlenodeID when thereis only onesharer, but

holdsa bitvectorof sharerswhen thereis more thanone.
Thebitvector protocolkeepsthe numberof sharersin
a separatevariable. Mur � doesnot have enoughtype in-
formation to interpretthesevaluessincethe union is im-
plicit. However, we may leveragethe xg++ compiler to
infer thetypeandrewrite theextractedoutput.Thus,in the
extractedmodel,two variablesreplacethe singleVector
variable,oneof which is a nodeID, andtheother, a list of
nodes.Eachaccessto Vector is replacedby anaccessto
the appropriatevariablewhile eachmodificationbecomes
two modifications,oneto eachof theextractedvariables.

Finally, to make model checking tractable,measures
mustbe taken to limit the numberof states.Whenmanu-
ally constructinga model,the userwill abstractdatatypes
whenit is safeto do so.Thesamecanbedonewith theau-
tomaticextractionif thecompilercanbemadeto recognize
instanceswheresuchabstractionscanbemade.For exam-
ple, thedyn-ptr protocolusesa linked list to keeptrack
of thesharersonacacheline. Implementinga literal linked
list producesartificial statespaceexplosionandcomplicates
themodeldescriptionsinceMur � hasno conceptof point-
ers.Abstractingthelinkedlist to anarraymakesthemodel
muchsimplerandmoreefficient. Thedyn-ptr protocol
codemanipulatesthe linkedlist througha setof functions,
so every accessis explicit. The linked list in the imple-
mentationis thustransformedinto anarrayin theextracted
modelby configuringthe metalprinter to rewrite calls to
thelinkedlist accessingfunctions.

Interestingly, theextractionitself doesnot contributedi-
rectly to stateexplosion in the model checker. The size



sm printer tagged_printer {
decl { scalar } data, keep, swap, wait, dec, null, type;

all:
/* Automatically insert length assertions before each send. */

{ NI_SEND(type, data, keep, swap, wait, null); } ==>
{

if (mgk_int_cst(data) != 0)
mgk_e("assert(nh.len = len_data);");

else
mgk_e("assert(nh.len = len_nodata);");

mgk_e("ni_send(%t, %t, procNum, nh);", type, swap);
}

/* rewrite ’len_cacheline’ and ’len_word’ as ’len_data’ */
| { len_cacheline } | { len_word } ==> { mgk_e("len_data"); }
;

Figu re 6. A metalprinter extension used to inser t lengt h field assertions.

of the statespaceandencodingis determinedby the way
theuserchoosesto specifythedatastructuresin themodel.
Sincethe actionsbeingextractedareexecutedatomically,
redundanciesandextra local variablesin the extractiondo
not add extra states. They may result in additionalcom-
putationtime, but for large modelsthis is usually not the
limiting factor.

Themetalprinter isagoodexampleof thebenefitof hav-
ing an extension-basedsystemrather than an annotation-
basedone,sincetheannotationis effectively automatedby
the rulessetin the printer. This alleviatesthe needfor the
userto manuallyplaceannotationsthroughoutthecode.

5 The Hardware Model, Corr ectnessDefini-
tion, and Starting State

Beforethemodelcheckercanbeapplied,it mustbecom-
binedwith a modelof thehardwareon which the protocol
runs. In addition, a definition of correctnessin the form
of invariantsandassertionsmustbe specified,aswell asa
startingstatefor themodel. Theuserverifying the system
mustmanuallycreatethesecomponents.Fortunately, these
componentsusuallydo not changemuch in the courseof
systemdevelopment.

In manuallymodeledsystems,actionsperformedby the
hardwareandprotocolcanbe interleaved. Becausepartof
themodelingis doneautomaticallyin oursystem,this is no
longertrue. Rather, the hardwaremustbe describedsepa-
rately so that it accuratelymodelsthe interactionbetween
hardwareand the extractedmodel descriptionof the pro-
tocol. Thereare two typesof interactionthat concernus.
First, the protocolcodecanmake calls to hardwarefunc-
tional units. Examplesof this are the SEND instructions,
which in reality are assemblerinstructionsthat causethe
FLASH nodecontroller to transmitmessages.The other

type of interactionis where the hardware causescertain
partsof the protocolcodeto execute. For example,when
the FLASH nodecontroller receivesa request,it consults
a table that causesit to executea specifiedpieceof code
calledahandler.

OnFLASH,theprotocolcodeactivateshardwareunitsto
performfunctions.An exampleof thisis thenodecontroller
logic that sendsprotocolmessagesout on the variousI/O
subsystem,processor, andnetwork interfaces. TheSEND
instructionsin theprotocolcodenormallymapto assembler
commands,whicharedecodedandexecuted,eventuallyac-
tivatingtheinterfacelogic. Thehardwaremodelmapsthese
instructionsto a subroutinethatmanipulatesthemodelnet-
work and nodecontroller datastructuresin the appropri-
ate way to mimic this behavior. Another example is the
“softwarequeue”,which is provided by the FLASH node
controllerhardware,whereprotocolhandlerscansuspend
themselvesin instanceswhentherearenotenoughphysical
resourcesfor themto completetheir tasks,to bereactivated
at a later time. Similarly, the hardwaremodelhassubrou-
tinesthatacton datastructuresthatmimic this queue.The
instructionsthat theprotocolcodeusesto activatethesoft-
warequeuearemappedontothesesubroutinesthatwehave
provided.

Naturally, the hardware reactivatesthe suspendedhan-
dlersat a later time. Thus,we arrive at the other form of
interaction,wherethe hardwarecausescertainpartsof the
protocolcodeto run. TheFLASH nodecontrollerhasfour
input queuesthat can causehandlersto execute. One of
theseis the softwarequeuewherehandlersaresuspended.
The othersare input queuesfrom the I/O, processor, and
network interfaces. Beforesuspendingthemselveson the
softwarequeue,handlersstorea continuationPCto a field
in thesoftwarequeueentries.If thereis avalid entrypresent
on the softwarequeue,the nodecontroller canselectthis



Invariants Dynptr BitV RAC Coma

TheRealPtrs counterdoesnotoverflow (RealPtrs maintainsthenumberof
sharers)

X X X X

Only a singlemastercopy of eachcacheline exists(basiccoherence) X X X X
A nodecannever put itself on the sharinglist (sharinglist is only for remote

nodes)
X X X X

No outstandingrequestsoncachelinesthatarealreadyin Exclusive state X X X X
Nodesdo not sendnetwork messagesto themselves X X X X
Nodesneveroverflow their network queues X X X X
Nodesneveroverflow their softwarequeues(queueusedto suspendhandlers) X X X X
Theprotocolnever triesto invalidateanexclusiveline X X X X
Protocolcanonly put datainto theprocessor’scachein responseto a request X X X X
All processormessageheaderopcodefieldsaresetto valid opcodes X X X X
OpcodeXOR operationsalwaysoccuron known opcodes(invalid opcodesare

nevercreated)
X X X X

If thereis no sharerin theHeadPtr, thesharinglist is empty X X X
If thesharinglist is notempty, RealPtrs, thenumberof sharersis greaterthan

zero
X X X

Theprotocolstateis pendingwhile waiting for invalidations X X X
Whena line is dirty, thesharinglist is empty(this is only truefor if thereareno

handlersuspensions)
X

Table 1. Description of all invariant s checked.

suspendedhandlerto beservicedby jumpingto thecontin-
uationPC.An enumeratedvariablewhosevaluesrepresent
all thepossibleentrypointsthat thecontinuationPC’s can
taketogetherwith adispatchfunctionthatmimicsthehard-
warejump mechanismmodelsthis behavior. Thedispatch
mechanismfor theotherthreequeuesis similar. Eachmes-
sagethat arriveson oneof the I/O, processor, or network
interfaces,containsan opcodethat indicatesthe message
type. A JumpTableconfigurationfile that indicateswhich
handleris executeddependingon the typeof messagethat
arrives, is usedto programthe hardwaredispatch. These
dispatchconditionscanbeeasilytransformedinto thepre-
conditionsthat guardeachextractedhandlerrule. In fact,
themappingis simpleenoughthat in our FLASH verifica-
tion, this processwasautomatedwith asimplescript.

In additionto thehardwaremodel,a correctnessdefini-
tion mustbeprovided.Table1 givesa list of invariantsthat
we check.Someof theseareinvariantsaboutthemodeled
hardwarecomponents.For example,a nodecannotsenda
packet to itself – thenetwork will not routesucha request
properly. Ontheotherhand,someinvariantsaremodelspe-
cific. For example, in the dyn-ptr protocol, if the list
of sharersis non-empty, then the headpointer cannotbe
NULL. Thebitvector protocoldoesnotusealinkedlist
sothis invariantcannotbeappliedto thatprotocol.In addi-
tion, the invariantsmaychangedependingon whataspects
of theprotocolaremodeled.Theability to specifyprotocol

specificinvariantsallows the userto provide very specific
correctnessconditions.However, aswe seehere,out of 15
invariants,11applyto all cases.Thus,in ourFLASH verifi-
cation,theinvariantsarelargelyindependentof theprotocol
model.

Finally, a startingstatemustbe provided. For FLASH,
this is thestateof themachineatpower-on,meaningthatall
valid memoryis at its homenodeandthedirectoryentries
areall blank.

6 Results

With anextractedMur � model,wefoundatotalof eight
bugs in two of the four FLASH protocolsmodeled. We
found six errorsin dyn-ptr (four network headerbugs,
two counteroverflows) and two in bitvector. In con-
trast,themanualverificationof dyn-ptr foundno bugs.

The results of the verification are given in Table 2.
The sizeof the manuallybuilt component,which includes
thehardwaremodel,invariants,andstartingstate,changes
slightly betweenprotocolsbecauseof the different invari-
antsandneedsof eachmodel. Note that theautomaticex-
tractionreducesthenumberof manuallywritten linesby a
factorof two or more.Whatis evenmoresignificantis that
sinceour methodfaithfully extractsa model,theuserneed
notunderstandeverydetailof theprotocolsto produceone.

The automaticallyinsertedassertionsdescribedin Sec-



Protocol Err ors ProtocolSize Extracted Model Manual Model Metal Size
(Max Processors) found (lines) (lines) (lines) (lines)
Dyn-Ptr(n=4) 6 12K 1100 1000 99
Bitvector(n=4) 2 8K 700 1000 100
RAC(n=4) 0 10K 1500 1200 119
Coma(n=4) 0 15K 2800 1400 159

Table 2. The results of verifying four protocols.

tion 2 found four bugs in dyn-ptr. To improve perfor-
mance,theprotocolspeculatively setsthefield to optimize
for thecommoncase.Theextractorwasableto determine
what kind of messagethe protocolwassendingandasser-
tionswereautomaticallyplacedbeforeeachsendoperation
to ensurethat the datalengthfield wassetcorrectly. Be-
causeMur � exhaustively exercisesall paths,it detectedthe
four uncommoncaseswherethespeculationwasfalse,but
therewasno correctioncode.

After fixing theprecedingbugs,two subtlecounterover-
flow errorswere found. Both errorsinvolved miscalcula-
tionsof themaximumnumberof sharersthata counterhad
to record.They areparticularlymaliciousin that they only
manifestthemselvesasa resultof a singlerareinterleaving
of events.

Thefirst bug involvesa performanceoptimization,limit
search, usedin thedyn-ptr protocol. Theproblemwith
usinga linkedlist, asdyn-ptr does,is thattheworstcase
overheadof searchingfor a single sharerbecomeslinear
with the numberof sharers.Sucha searchoccurswhena
node 
 is alreadyon the list andevicts the cacheline due
to a capacityor conflict cachemiss. As a result, 
 should
no longerbe on the sharinglist andneedsto be removed.
In practice,a linked list traversalon every cacheline evic-
tion is far too costly. However, thesharermustberemoved
from the list or repeatedevictions andrequestscancause
the list to grow without bound.The limit searchoptimiza-
tion makes the costof cacheline eviction independentof
list length. If the sharerthat is to beremovedis not found
after searchinga fixed numberof list entries(the limit), a
counter, StalePtrs, is incrementedto indicatethatthere
is a“stale” sharerin thelist. WhenStalePtrs reachesits
maximumvalue,all sharerson thelist areinvalidatedto re-
move the duplicatesharers.A secondcounterRealPtrs
is usedto keeptrackof thelist size.It is incrementedonev-
ery shareradditionanddecrementedon every sharerdele-
tion. As a result,RealPtrs mustbelargeenoughto hold
themaximumnumberof sharersonalist, whichis themax-
imum valueof StalePtrs plus the numberof nodeson
thesystem1.

Unfortunately, dueto thereallocationof bits in thestruc-
tureusedto holdthesecounters,thesizeof RealPtrswas

1Actually, this is not really truebecauseof thenext bug.

7 bits while StalePtrs was10 bits,causingRealPtrs
to overflow on the actual machine. The model checker
detectsa clear sequenceof eventsthat leadsto the to the
counteroverflow.

The second overflow error also occurred on the
RealPtrs counter, which maintainsa countof the num-
ber of sharers. In the absenceof limit search(maximum
value of StalePtrs is zero), the maximum value of
RealPtrs was thought to be the maximum numberof
physicalnodesthat canbe supportedon a system. How-
ever, a specific interleaving of messagescan result in a
RealPtrs countof onegreaterthanthenumberof nodes,
thusbreakingthe rule. Becausethe implementationof the
protocolhasspaceallocatedto RealPtrs for 128 nodes
regardlessof the numberof nodeson the system,this bug
never occurs,even after extensive useof the machine,be-
causeonly 72 nodesexist and thus the RealPtrs limit
is never tested. However, in the future if the width of
RealPtrs decreasesor a larger machineis built, this
wouldcausefailures.

Finally, thereweretwo errorsfoundin thebitvector
protocol. We foundonecasewherea messagewassenton
thewrongnetwork lane.Neitherthesimulatornor thehard-
warechecksthatthemessagesareon thecorrectlanes,and
thereis nomanuallybuilt modelof thebitvector proto-
col thatwould havecaughtthis error. A falseassertionwas
alsodiscoveredin thebitvector protocol.It checkedan
incorrectinvariantabouttheI/O state.It wasnotcaughtear-
lier becauseassertionsareusuallydisabledonthehardware
andI/O is not modeledin simulation.

7 Imposing Model Descriptions

We alsostudiedtheextent to which manuallydescribed
modelscanbeinaccurateeitherdueto translationerrorsor
“drift.” While it is not clearwhich resultsin moreerrors,it
is immaterialsincetheendresultis thesame– bugsmaybe
missedif a modelis specifiedincorrectly. We usexg++ to
createan automatic“checker” that looks for semanticdif-
ferencesbetweena modelandthematchingprotocolcode.
To collectdata,we applythis xg++ extensionto themodel
of thedyn-ptr protocolcreatedby Park andDill andthe
currentFLASH protocolcode[19]. This datawill give us



anideaof how faithful manuallywrittenmodeldescriptions
areto their underlyingimplementations.

Rules in Mur � containa preconditionthat guardsac-
tions. We extract eachrule’s actionsandpreconditionus-
ing a modifiedversionof the Mur � front-endparser. In-
cludedin this processis converting strongly typed Mur �
variablesto C’s weaktype system.To translatesemantics
from the model to the protocol code,we provide a table
that mapseachmodel variable to its FLASH equivalent.
For eachrule, the extensionusesa heuristicon the name
of the rule to determinethe correspondingFLASH han-
dler. A xg++ extensionusesthis mappingto attemptto
matchthe actionsof eachrule to thosein its handler. It
searchesfor a pathin the FLASH handlerthat will satisfy
the rule’s preconditionsby observingall conditionals,as-
signments,andassertions.For example,giventhe precon-
dition!DH.Pending & DH.Dirty, it searchesfor ase-
quencethatimpliesDH.Pending to be0 andDH.Dirty
to be1. Thiscanbeinferredby tracking“if ” statements,as-
sertions,andassignmentsin thecode. If no suchmapping
exists,theextensionemitsanerrormessage.

After a pathsatisfyingthepreconditionhasbeenfound,
theextensionattemptsto matchall actionsassociatedwith
that rule along that path. The manualmodel description
is simpleenoughthat thereareonly four typesof actions
to find: assignments,assertions,decrements,andmessage
sends. Assignmentsand decrementscan be transliterated
from Mur � to FLASH. Note that conditionalsthat check
that thevariablehasthevalueassignedin theMur � model
alsoimplied thattheassignmentis matched.Thiscondition
ariseswhenthemodelomitsdetails.Assertionsin Mur � are
simplebinarybooleanoperationsconsistingof oneoperator
(equal,not-equal)andtwo operands.They canbematched
by eitheranassertionin theimplementationor aconditional
that implies that they aretrue. Messagesendson theother
handrequirespecialtreatmentsincetheiroperationscanbe
morediffuse in the FLASH code. For example,the mes-
sagesendat line 8 in Figure3 encompassesthreeseparate
statementsin Figure2. For asend,themessageopcodeand
outgoinglane argumentsare checked as well asoutgoing
interface. Note that the extensiononly mapselementsin
themodelontoelementsin theprotocolcode.

Every action in the manual model description was
checkedagainstthe implementation.This found14 differ-
encesbetweenthe model and the implementation.These
differencesfall into four categories: semanticallynon-
equivalentcoderearrangement,harderrorsin thetranslation
of themodel,semanticallyequivalentsyntacticdifferences,
andincidentaldifferencesresultingfrom modelinga subset
of theimplementation.We considerthefirst two categories
to betranslationerrorsthatcouldhidepotentialbugs.

Therewere two casesin the first category. Thesecon-
sistedof caseswhereassertionsthat wereguardedby “if ”

statementsin the model had beenhoistedpast the corre-
sponding“if ” statementsin theprotocolcode.Guardingthe
assertionswith anextraneousconditionalmadethemanual
modeldescriptionweakerthantheimplementationsincethe
assertionsareonly checkedon thatpath.

Thereweretwo errorsin translation,which couldmask
errorsin themodelitself. In one,themodelof theNILo-
calGetXDelayed handlerfirst checksthat is legal to
assignthe value0 to the variableDH.Real beforemak-
ing theassignment.In theactualprotocolimplementation,
RealPtrs is a counterfor the numberof sharerson the
linkedlist. Thus,settingit to zerois a violation of theway
thiscountershouldhavebeenused.Theothererrorinvolves
theassertionshown in line 12of Figure2 andFigure3. This
assertionis incorrect,but survivedverificationbecausethe
manualmodeldescriptionlackedthedetailsto triggerit.

Therewere six caseswhere implementationcodewas
translatedto semanticallyequivalentbut syntacticallydis-
similarmodelcode.For example,in theNIInvalAckDe-
layed, the protocol decrementsthe counterRealPtrs
and then tests for equality to 0. The model tests if
RealPtrs equals1 andthendecrements.Sincehandlers
on thesamenoderun sequentially, theseactionsareequiv-
alent.

Finally, therewere four incidentaldifferences. In one,
the model indicatesthat an INVAL ACK messageshould
be sent,but the implementationsendsanINVAL message
instead. In reality, the two opcodeshave the sameunder-
lying bit encodingso they areequivalenteventhoughthey
aresyntacticallydifferent. Otherexamplesarosebecause
themodelonly partiallydescribestheprotocol,andsomust
makeassumptionsaboutthemodeledstate.

In summary, 14 differenceswerefound: two rearrange-
ments,onetranslationerror that weakenedthe model,one
false assertionthat was hidden by a simplified hardware
model,andtenincidentaldifferences.Thesedifferencesil-
lustratethe problemscausedby manualmodelingboth in
its initial constructionand in its modificationto track im-
plementationchanges.

8 RelatedWork

In previouswork, xg++ wasusedto build a setof static
checkersfor both theFLASH protocols[7] andfor general
systemscode[10]. Thispaper’suseof modelcheckingand
slicing-basedmodelconstructionis a fundamentallydiffer-
entapproachto finding errors.Themethodsof bothpapers
arelargely complementary. The errorsfound in this paper
requiredynamicinformationandcancatchveryconvoluted
raceconditions. In contrast,the static checkers are shal-
lower, but more light-weight anddo not needto simulate
any protocolcode.

We couldhave potentiallyusedotheropencompilersto



extract models. Theseinclude Lord’s ctool [16], Crew’s
ASTLOG [9], ShigeruChiba’s OpenC++ [5, 6], andSri-
vastava and Eustace’s ATOM [20] object-codemodifica-
tion system.However, it appearsthat the first threewould
haverequiredextensiveretoolingto supporttheanalysiswe
needed.ATOM, on theotherhand,worksat too low a level
for our purposes.

Thereis onepublishedexampleof modelcheckingbe-
ing usedon an implementationof a cachecoherenceproto-
col [11]. In this case,the implementationis in hardware.
Themodelcheckingtechniquewasto userefinementin Ca-
denceSMV. So far aswe know, no oneelsehasbeenable
to applythis verificationapproach.

Therehave only beena few systemsto do computer-
assistedmodel extraction. The Banderasystemis a so-
phisticatedmodel extractor for Java programs[8]. Ban-
derahastwo methodsfor extraction.Thefirst is a program
slicerthatacceptstemporalpropertiesasslicingcriteriaand
usessophisticatedstaticanalysisalgorithmsto do accurate
slicing. Effective slicing in Java requiresnew slicing al-
gorithmsfor multi-threadedprograms.Theslicer removes
irrelevantcodeandvariablesthatcouldotherwiseblow up
the statespaceduring modelchecking. The secondtech-
nique is dataabstraction. The usermapsdatatypesto a
smallsetof abstractvalues.Abstractversionsof operations
appliedto thesedatatypesaredefined.Sincethenumberof
statesvisitedby amodelcheckeris afunctionof thenumber
of distinct valueseachvariablecanhave, this alsohasthe
potentialfor greatlyreducingthestatespaceduringmodel
checking.

Our approachis more pragmaticthan Bandera’s. Our
methodpermitsthe useof an open-endedcollectionof ad
hocextractionmethods,andis optimizedfor finding bugs.
It wouldbedifficult to imaginehandlingtheFLASH proto-
col implementationwithout thisflexibility . Banderahasnot
beensuccessfullyappliedto examplescomparablein com-
plexity to theFLASH protocols.

TheSLAM projectatMicrosoftResearchextractsapro-
gramwith only booleanvariablesfrom C code[2, 3]. These
variablesrepresentbooleanconditionsin theoriginal code.
This programis model checked, and the resultingcoun-
terexamplesareverifiedusingsymbolicexecutionanddeci-
sionprocedures.If a counterexampleis foundto bea false
alarm,constraintsareaddedto thebooleanprogramto im-
prove themodel. Thegoalof theprojectis to checkasser-
tions in the code. In contrast,we areextractinga model,
thenusingMur � to checkhigher-level propertiesof several
instancesof themodelsrunningconcurrently. It is difficult
to imaginesolvingthisproblemwith SLAM becauseof lim-
itationson the propertiesit cancheckandthe scaleof the
modelcheckingproblemthey would have.

An approachthat is similar to ours in philosophywas
usedto checkLucent’s PathStarsystem[14]. A “control

skeleton,” whichconsistsof only thecontrolconstructsof a
system,wasextractedusinga simplifiedC parser, andthen
selectedconstructs(suchas messagesendsand receives)
wereextractedfrom the original sourceusinga collection
of patternmatchingrules. The result was checked using
the SPIN modelchecker, which is an explicit statemodel
checkersomewhatlike Mur � .

An alternative approachto ours is the Teapotsystem,
which is a programmingenvironment for software im-
plementationsof multiprocessorcachecoherenceproto-
cols [4]. Teapotcouplesa domain-specificationlanguage
for writing cachecoherenceprotocolswith Mur � , which is
usedto verify the protocols. The protocolsareautomati-
cally translatedto C afterverification.Programgeneration,
as in Teapot,is a goodapproachwhenapplicable. How-
ever, it relies on the availability of adequatecompilation
techniquesfor the highly specializedhardwareusedin the
multiprocessorinterconnect.Therearenumerousexamples
in the FLASH protocolwherehandoptimizationwasnec-
essarybecausethecompilerwasinadequate.Thecustomiz-
ableextractionmethodsdescribedin this papercanbe ap-
plied in the majority of caseswhenprogramgenerationis
impractical.

9 Conclusion

We have demonstrateda simple approachto automati-
cally extracting modelsfrom protocol code. Our method
bothreducestheeffort of usingmodelcheckingandmakes
it more effective by ensuringthat the extractedmodel is
morefaithful to the original protocolcode. We wereable
to applymodelcheckingto four protocolsin lesstime than
it took to manuallyverify just one. Oneof the greatbene-
fits is that the amountof manuallabor requiredis reduced
by a significantamount. In addition,our modelsaremore
completeandfounderrorsthateludedthemanualverifica-
tion process.The automaticnatureof the extraction also
reducestheproblemof drift, ensuringthatthemodelthatis
checked closely tracksthe underlyingimplementation.In
total, our methodfound eight protocolbugs that werenot
found by the manualverification. We alsofound four dis-
crepanciesbetweenthe manuallydescribedmodelandthe
implementationthat may have accountedfor someof the
missedbugs. Our method,thoughautomatic,doesnot im-
pactthestatespaceof themodelcreated.

The core of our approachis the use of an extensible
compiler. Compilersunderstandcodeat a programming
languagelevel. We leveragethis understandingto build a
modelfrom theimplementationcode.This is accomplished
throughtwo facilities provided to us by xg++. Oneis the
metalslicer, which is usedto selectfeaturesin the imple-
mentationto extract. Theotheris themetalprinter, which
allows theuserbothto specifyadditionalchecksto tighten



the criteria for correctnessand to specify rules for recog-
nizing opportunitiesto perform abstraction. In combina-
tion with a model checker that takes imperative language
input suchasMur � , modelscanbequickly andeasilycon-
structed.Thebenefithereis thata greateramountof a sys-
temcanbecheckedby extractingmany orthogonalmodels
andcheckingeachseparately. While themethodis not fully
automatic,someof theverificationtaskswhich arebothte-
diousanderrorpronehavebeenautomated.

Wefeel thatthismethodis applicableto arangeof prob-
lemsencounteredwhile debuggingandverifying low level
systems.It seemsparticularlyeffective on codefound on
embeddedapplicationswherethe codeis easily analyzed
by toolsbut difficult for humansto read.
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