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Abstract

The useof modelcheding for validation requires that
modelsof the underlyingsystenbe created. Creatingsud
modelds bothdifficult anderror proneandasa result,ver
ificationis rarely useddespiteits advantages. In this paper
we presenta methodfor automaticallyextracting models
from low level softwae implementations.Our methodis
basedon the useof an extensiblecompiler systemxg++,
to performthe extraction. Theextractedmodelis combined
with a modelof the hardware, a descriptionof correctness,
andaninitial state Thewholemodelis thencheded with
the Mury modelchedeer. As a casestudy we apply our
methodto the cache coheenceprotocols of the Stanfod
FLASHmultiprocessarOur systenhasa numberof advan-
tages. First, it reduceghe costof creating models,which
allows modelcheding to be usedmore frequently Second,
it increasegheeffectivenesef modelchedkingsincetheau-
tomatically extractedmodelsare more accurate and faith-
ful to the underlyingimplementation\We founda total of 8
errors usingour system.Two errors were global resouce
errors, which would be difficult to find through any other
meansWefeeltheappmoadis applicableto otherlow level
systems.

1 Intr oduction

Our ability to designandmanufctureincreasinglycom-
plex systemsis quickly outstrippingour ability to verify
thosesystemsThetraditionalmethodof verificationis test-
ing throughtrials. However, it become®xponentiallymore
difficult to fully exercisea systemthroughtestingas the
numberof control pathsand cornercasesincreases.The
resultis increasedsystemcostanddecreasegystemrelia-
bility.

Formal verificationmethodsarean attemptto solwe this
problem[17, 18, 21]. Oneoptionis modelcheckingwhich
is the systematicand exhaustve exploration of the system

statespace The computationatompleity of modelcheck-
ing makesit impracticalfor full systemmodelssoit is com-
monto abstract systembehavior (which meango suppress
implementatiordetails)or to scalethe systendown (which
meansto modela small instanceof the system,say three
processorinsteadof 64). Performingoneor both of these
usuallycoversagreaterangeof behaior thancorventional
testing,andsouncoversbugsthattestingdoesnot. It is im-
portantto notethatwhenusedin this way, modelchecking
abandonghe traditionalgoal of formal verification,which
is proving the “correctness”of a system,in favor of the
morepragmaticgoal of discoveringbugs.

The difficulty of abstractingthe design,a processthat
involvesa greatdeal of manualeffort, hampersthe useof
modelcheckingin actualsystemdesign.Moreover, human
errorsin the manualabstractiorresultin missingbugsand
causingfalsealarmsduringthe verificationprocessfurther
increasingthe cost and reducingthe usefulnesf model
checking. Sucherrorscan be introducedboth when con-
structingthe modelandasa resultof “drift” asthe actual
systemevolves|8].

This paperfocuseson making model checkingpracti-
calby developingtechniqueso automaticallyextractmodel
descriptiongrom code.As acasestudy we applyourmeth-
odsto the cachecoherenceprotocolsusedon the Stanford
FLASH multiprocessof15]. A FLASH protocol imple-
mentationconsistsof a collectionof event-driven software
handless that are dispatchedaccordingto the requestghat
arrive on the variousinterfaces.Thesehandlerswhich run
onthenodecontroller sendmessagesnthel/O, processar
andnetwork interfacesto maintaina directoryof cachdine
statesandservicecachdine requests.

Corventional simulation-basedrerification of FLASH
hasfound mary protocolbugs. Neverthelessno protocol
hasbootedperfectlyonthehardwareonthefirsttry [7]. Us-
ing simulationto verify the protocolshasbeeninadequate
becausef thelimited andfixeddetaillevel of thesimulator
andthe high costof simulatinga large numberof paths.

Thoughour approactcould have beenappliedto awide



rangeof systemsFLASH protocol codehasa numberof

featuresthat make it a good casestudy of our approach.
First,thecatastrophimatureof coherenceodebugshasal-

readyled othersto usemanuallydrivenmodelcheckingto

checkFLASH protocols[19]. Thus,we cancompareour

methodwith a more corventional verification technique.
SecondFLASH is representatie of low level codethatex-

ists on a variety of embeddedsystems. It is highly opti-

mizedanddifficult to read,andthusdifficult to specifycor-

rectly. Finally, for the purposeof finding errors, FLASH

represents hardtest:it is real,working, systemsodethat
hasundegoneyearsof testingundersimulation,on a real

machine andvia formal verification. Themainprotocolwe

check,dyn- pt r , hasbeenunderconstanusefor overfive

yearsandhasformedthe basisfor almostall experimental
resultsonthehardware[13].

The critical enablingtechnologyfor our approachs an
extensiblecompiler, xg++ [7, 10]. xg++ allows usersto
easilywrite domain-specifianalysisxtensionsisingalan-
guagecalledmetal Therearetwo typesof extensions:ex-
tensionsthat perform extraction, and extensionsthat per
form translation. Extractionextensionsselectsectionsof
protocol code to be modeled, while printing extensions
translatehe extractedprotocolcodeinto a Mury modelde-
scription.xg++ usegprogramslicing to extractthe selected
sectionf theimplementationwhile the translationis per
formed on the sliced-outabstractsyntaxtree (AST) [23].
Becausehe extractionis flexible, the authorof the exten-
sionscanusehumanjudgmentto abstractway implemen-
tationdetailsin orderto focuson theimportantaspectand
exploit all of theprogrammingconventionsusedin thepro-
tocol codeto do the bestpossibleextraction. The use of
xg++ for this applicationmakesit feasibleto write several
customizedtranslatorsto producedifferent modelsof the
sameunderlyingsystem,eachfocusingon differentfunc-
tionality. Eachextractedmodelis then combinedwith a
manuallyconstructeanodelof therestof thesystemacor-
rectnesgefinition, andaninitial stateto form a complete
model,whichis verifiedusingthe Mury modelchecler.

Ourmainresultsare:

1. Theapproachs effective. We found eightharderrors
in the code. All of thesecould have crashedhe sys-
tem. Two are errorsthat only occuron very specific
sequencesf events,which would make themdifficult
to find throughtesting.

2. The approachis practical. Our extraction and trans-
lation extensionsare about100 lines of code,which
extractdescriptionghatareapproximatelyl000lines
from implementationghat are about10K lines. We
did not have to make any modificationsto the FLASH
source exceptto preprocessingacros.

3. The approachis more effective than manualverifica-

tion — it found more bugs (the manualeffort found
none) and is significantly easier Its increasedef-
fectivenessis largely due to the automatic extrac-
tion, which is morefaithful to theimplementatiorand
checksmary more featuresthan the manually con-
structedmodel.

We arenot claimingthatthesetechniquesrefully auto-
matic. Ratherthey automaticallyextractmodelsfrom parts
of thesystemwhoseimplementationareunderstandabliey
xg++. For example,the FLASH network hadto be manu-
ally modeledbecausé did nothave animplementatiorthat
couldbeautomaticallyprocessed.

In this paperwewill explainour methodologyandshav
how it wasappliedto the FLASH cachecoherenceroto-
cols. We bggin with a high level overview of how the sys-
temworksin Section2. Thestepgshatrequiremanuainter-
ventionarethendetailedin Sections3, 4, and5. Section6
presentsheresultsof our verificationof the FLASH proto-
cols. We follow this by examiningthe accurag of a manu-
ally constructeanodelof aFLASH protocolin Sectionr. A
comparisorof ourmethodto othersimilar methodss given
in Section8. Finally, we concludethe paperin Section9.

2 Overview of the Extraction Method

In this section,we explain at a high level how our sys-
tem works andthen give an exampleof how an extracted
model compareswith a manually built model, aswell as
with the correspondindmplementationcode. Figurel il-
lustratesthe processf extractingandverifying modelsof
the FLASH protocols.In our systemclientsusethe xg++
extensionlanguagemetal to write the metalslicer exten-
sion,which specifieghestatevariablesandsubroutineshat
shouldbe extractedinto the model. The useralsospecifies
rulesin themetalprinter extensionfor translatinghesliced
actionsinto a Mury modeldescription.Thexg++ compiler
thentakesthesetwo metalextensionsalongwith the origi-
nalimplementatiorcodeandproduces Mure modelof the
protocol.

Mury is a model checler that usesexplicit stateenu-
merationwith a Pascal-like languagefor specifyingmod-
els. Model checlers performverificationby exhaustvely
searchingthe reachablestatesof a systemfor violations
of userspecifiedinvariants. In ary given state,Mury will
“nondeterministically’executeall possibleoutcomesEach
outcomes anew statewhichis checledfor correctnesand
theninsertedinto a tablethat containsvisited states.If the
statehasbeenvisited earlier, it is prunedandits successors
arenotvisitedagain.

Beforethe Mury modelcheclercanbeapplied,thepro-
tocol model must be combinedwith a model of the hard-
ware on which the protocol runs. Unfortunately thereis
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Figure 1. Flow chart of model extraction and verificatio n

no easyway to automaticallycreatethis model sincethe
hardware model mustdescribeeverythingfrom the behar-
ior of the processointerconnecto the functionalunits on
the nodecontroller As a result, the usermuststill write
the hardware model manually The usermustalso spec-
ify a definition of correctnesén the form of invariantsand
assertionsas well as a startingstate. In the caseof the
FLASH protocols thesehadto be manuallyspecifiedsince
nonecouldbeextractedfrom theimplementation.

At a high level, the user performsthe following five
steps:

1. Define the protocol stateto be modeled. This is es-
sentially a list of variablesand functionsrelevant to
the propertiesto be checled and compriseshe metal
slicer extension.

2. Add routinesthatinsertor rewrite code. This stepmay
addcorrectnesshecksor abstractaway detail for the
model. This compriseghe metalprinter extension.

3. Createamodelof thehardware,correctnesproperties,
andinitial state.This processs entirelymanual.

4. Combinetheextractedmodelwith themanuallyspeci-
fied componentso createacompletemodelthatMury
cancheck. This canbe automated- in our casea set
of scriptsperformedthis function.

5. Checkthemodelwith Mury. The modelchecler pro-
vides an error traceif any correctnesgpropertiesare
violated.

However, thesestepsare not as difficult asthey might
appear The first threestepsare only necessaryhenthe
modelis first defined,f thereis a significantreimplementa-
tion, or if thescopeof the verificationeffort changesSince

themetalextensionsareappliedto all handlersthey arein-
dependenof thenumberof handlersn theprotocolcodeor
thelengthof thecode.Thefirst two stepscanbeusedto de-
fine severaldifferentprotocolmodels but thesemodelswill
usuallyhave nearlyidenticalhardware models,correctness
propertiesandstartingstates.Furthermorethoughthelast
two stepsmight needto be performedmorefrequentlythan
thefirst three,they arealmostcompletelyautomatedn our
systemthusminimizingtheincrementatostof keepingthe
modelupto dateif theunderlyingimplementatiorchanges.

Now, let us examinehow this extraction methodworks
onanactualseggmentof FLASH protocolcodeandhow the
extractedmodelcomparesvith amanuallyspecifiednodel.
Figure 3 shavs a manuallyspecifiedmodel of the FLASH
protocolcodein Figure 2, both with line numberannota-
tionsthatillustratethecorrespondendeetweerthe FLASH
implementatiorand modeldescription. What the segment
codeactuallydoeds notimportantfor thisexample.Rather
thereadershouldnoticethatthe pathsof executionarede-
pendenbnthehl structurewhichis thedirectorystate.In
addition,therearevariousSEND commandshatcausenes-
sagedso besentontheprocesso(PI ) or network (NI ) inter-
faces.Finally, thereadershouldnotethattherearedehug-
ging assertionsn the codethat function just asassertions
doin arny C code.A Mury modeldescriptionconsistsof a
seriesof rules. Therule bodiesareexecutedwhentherule
preconditionthe partbeforethe==>) is true. Thestructure
of themodeldiffersfrom the codebecause¢heauthorof the
modelchoseo usetwo separateuleswith differentprecon-
ditionsthatareexplicit “if ” statement# the code.Despite
this superficialdifference thereis a clearmappingbetween
statementé the Murg descriptionandthe FLASH imple-
mentation.

The coreobsenationmotivatingourwork is thatthe cor-



voi d Pl Local Get(void) {
[* ... Boilerplate setup code ... */
headLi nkAddr =
FAST_ADDRESS_TO HEADL| NKADDR( addr) ;

FLDEBUE ' h', "%: headLi nkAddr = %1 x",
procNum headLi nkAddr) ;
READ_HEADLI NK( headLi nkAddr) ;
nh.l en = LEN CACHELI NE;
2,10 if (!hl.Pending) {
11 if ('hl.Drty) {
/* ... 37 lines deleted ... */

ASSERT(!hl . 10);
/! The comented out ASSERT is
/] true 99.99% of the tine, but is

/1 not al ways
12! /1 ASSERT(hl . Local);
/*... deleted 15 lines ... */
14 Pl _SEND( F_DATA, F_FREE, F_SWAP,
F_NOMAI T, F_DEC, 1);
13 hl . Local = 1;
/* ... deleted 14 lines */
3 } else {
5 ASSERT(! hl . List);
5 ASSERT(! hl . Real Ptrs);
FLSTAT I NC(procNum readsCancel | ed);
if ('hl.10 {
5 ASSERT( hl . HeadPtr) ;
4 ASSERT(! hl . Local ) ;

nh.l en = LEN_NODATA;
/* setting opcode for send */
8 nh. negType = MSG_CET,;
/* setting destination to
node that called us */

8 nh.dest = hl.Ptr;
8 NI _SEND( THI RD, F_NODATA, F_FREE,
F_NOSWAP, F_NOMAIT, 12);
/* ... deleted 12 lines ... */
6 hl . Pending = 1;

}

Rule "PlI Local Get (Else)"
1: Cache.State = Invalid & ! Cache. Wi t
2: & ! DH. Pending -- if pending NAK
3: & DH. Dirty ==>

Begi n
4. Assert !DH.Local "PlLocal Get:L = AQ";
5: Assert DH Head & !DH. List & DH. Real =0

"Pl Local Get: case D=1";
6: DH. Pending := true;
7: Cache.Wait := true;
8: Send_Request (Honme, DH HPtr, Get,
Horme, void);

End;

Rule "PlI Local Get (Put)"
9: Cache.State = Invalid & ! Cache. Wit
10: & ! DH Pending -- if pending NAK
11: & ! DH Dirty ==>

Begi n
12: Assert !DH.Local "PlLocal Get:L = A0";
13: DH. Local := true;

14: CC_Put (Hore, Menory);
EndRul e;

Figure 3. Partial Mury model description for
the Pl Local Get handler in Figure 2.

Figure 2. Code associated with model de-
scription in Figure 3.

assert(((hl.Local =0) '=0));
* nh.len : = | en_nodat a;

nh. negType : = MSG_CET;

nh.dest := hl.Ptr;
* assert(nh.len = | en_nodat a) ;

Rule "PI Local Get"
Cache. State = Invalid &!
Cache. Wit & Qspace(1l) ==>

Begi n

* HG header.nh.len := len_data;
i f(hl.Pending 0) then

if(hl.Dirty 0) then
nbResul t
pi _send_func(procNum nh);
Local := 1;
el se
assert(((hl.List =0) '=0));
assert(((hl.Real Ptrs = 0) !'=0));
if(hl.10 = 0) then
assert ((hl.HeadPtr

'=10));

ni _send(2, 0, procNum nh);
hl . Pending : = 1;

el se

/* ... deleted ... */

Figure 4. An auto maticall y extracted model of
the FLASH code in Figure 2.




respondencéetweerthe modelandtheimplementatioris
so strongthat it shouldbe possibleto automaticallybuild
the model descriptionfrom the code. We seethis in Fig-
ure 4, which shavs an automaticallyextracted model of
the codein Figure 2 thatwasderived by our system. The
metalslicer usedto generatehis descriptionspecifieshat
thehl andnh variablesthe SENDfunctions,andtheasser
tions shouldbe extracted. The extractedmodelmirrors the
codemorecloselythanthemanuallyconstructeanodeland
is richerin its description. Specifically the headerdength
assignmentsind assertiongpresentin the code,which are
markedwith asterisksn thefigure,areincluded.Automatic
extractionmakesit easyto modelsuchadditionalfeatures.

Thereare somedifferencesbetweenthe manuallycon-
structedmodelandthe extractedmodel. An exampleof this
is line 7 in Figure 3, which doesnot appearin the proto-
col codebecausehe hardware setsthe cachestate. When
manually modelinga system,the useris free to mix ac-
tions of boththe codeandthe hardwarein the model. Our
extractedmodeldoesnot include hardware actions,which
mustbe modeledmanuallyinstead.Anothergoodexample
of both of theseproblemsis line 12 in Figure 3. It is an
assertiorthat hasbeenremoved from the implementation,
but remainsin the Mury description. On the other hand,
it did not causeary false positives becauseof translation
mistaleselsavherein the model. The problemof drift and
translationmistalesbetweemmanuallywritten modelsand
theunderlyingimplementationsvill be givenmoredetailed
treatmenin Section?.

Automatic extractionhastwo importantbenefits. First,
thetime requiredto createa modelis reducedandthusthe
usercanspecifyalarge numberof smallmodelsthatcheck
orthogonalaspectsof the sameimplementation. These
small modelsmake model checkingcomputationallyfea-
sible, but do not sacrificemodel detail. The otherbenefit
is that the automaticextraction ensureghat the extracted
modelis faithful to the originalimplementation.

3 The Metal Slicer

We now discusshow one usesxg++ to extracta proto-
col model.xg++ breakgheextractiondown into two tasks.
First, it useshemetalslicerto removelinesof codethatdo
not affect the protocol statethe useris interestedn mod-
eling, thusslicing theimplementatiordown into a simpler
model. Secondjt translateghe actionsin the protocolim-
plementatiorinto abstractedctionsin the modelwith the
metalprinter. We examinethe metalslicer facility in this
sectionandleave the metalprinter for the next section.

The metalslicer allows the userto matcharbitrary ex-
pressionpatternsin the implementationcodeto selecta
slice. Figure5 givesa partialexampleof a metalslicer that
extractsactionsneededo checkthatthe protocolcodesets

the lengthfield of a packet headercorrectly Eachpattern
declaration(pat ) selectsaportionof the FLASH codethat
will be extracted. For example,pat | engt h indicates
thatthelengthfield in themessagéeadets to be extracted
aspartof the modeldescription.Messagesendsandsome
directoryvaluesarealsoincluded:theformersincethepro-
tocol must ensurethat message$iave their headerength
fields set correctly beforesending,the latter so that paths
dependenbn the directory stateare executed.In total, the
metalextensionof thedyn- pt r protocolis very compact,
encompassingpproximately40 lineswithoutcomments.

Usingaslicing algorithm[22, 23] automaticallyderives
all codethat affectsthe partsselectedby the metal exten-
sions.Our xg++ basedslicercomputesa backward slice at
thelevel of statementsvith analgorithmbasedon the pro-
gramdependencgraph(PDG)[12]. The nodesof a PDG
representprogram statementsand the arcs representthe
controlanddatadependencielsetweerstatementsControl
dependenciesccurwhenastatementanaffectwhetheran-
otherstatemenis executed For example,thetrueandfalse
branchesof an“if ” statementare control dependentipon
its condition. Data dependenciexn the other hand, link
definitionsof variablesto their uses. Intuitively, thesede-
pendenciesapturetheflow of informationfrom valuepro-
ducersor mutatorsto their consumers Datadependencies
can be calculatedusing the well-known “reaching defini-
tions” dataflow algorithm[1]. Theslicing algorithmitself
is implementedhsa simplegraphtraversalof the PDG.

Standaraslicingtechniqueiave difficulty producingac-
curateslicesin the presenceef commonC constructsuch
as pointers,unions, and unstructureccontrol flow. How-
ever, sinceFLASH protocol codesharedeaturescommon
with low level systemscode,it thosetroublesomdeatures
of Cin verylimited ways.As our sliceris configurablewe
canhave it automaticallyabstracthosefeaturesby rewrit-
ing thosesectionsaswill bedemonstrateéh Section4.

By having anextensiblecompilersuchasxg++ theuser
neednot understandhe details of manipulatingthe com-
piler'sinternaldatastructuresnor doestheusemeedto un-
derstandheimplementatiorof programslicing algorithms.

4 The Metal Printer

Translationof the sliced codeis accomplishedby the
metal printer extension,which allows the userto arbitrar
ily insertor rewrite actionsin the modeldescription. This
facility allows the userto exploit domain-specifidknowl-
edgeto createan optimal extraction. This capabilityis im-
plementedby matchinguserspecifiedpatternsagainstthe
abstractsyntaxtree as the slice is emitted. A patternis
enclosedby the first setof bracesbeforethe ==>. If the
patternmatchesthenthe default outputis suppressednd
the patterns action (after the ==> token) is executedto



smlen slicer {
/* wildcard variables for pattern matching */
decl { scalar } type, data, keep, swp, wait, nl;

/* Pattern that will match all
pat length = { nh.len };

uses of the length field.

/* Patterns to match network and processor nessage

sends, which use the length field. */
pat sends =
{ NI _SEND(type, data, keep, swp, wait, nl) }
| { PI_SEND(type, data, keep, swp, wait, nl) }

/* Patterns to match accesses to directory entries */
pat entries = { hl.Local } | { hl.Dirty } | { hl.List };

/* Mark all matched patterns: the slicer wll
extract these and all code that influence them */

*/

all: length | sends |

}

entries ==> { ngk_tag(ngk_s); }

Figure 5. A metalslicer extension used to extract a model for verification of length field handlin g.

output userspecifiedcode. The specialemitter function
ngk _e takesapr i nt f -like formatstringaugmentedvith

% , which allows matchedpatternsubtreesto be output
asstrings. Oneuseof this facility is to include additional
codethat checksfor correctnesproperties. This canhelp
usergightentheverificationof theirmodels.Figure6 gives
anexampleof a protocol-specifigrinterthatautomatically
insertsassertiondeforeeachNl _SEND to checkthat the
lengthfield in a network paclet is correctly setbeforethe
pacletis sent.

In additionto strengtheninghe correctnesgroperties,
themetalprinter facility canbeusedo abstracewayimple-
mentationdetailsby taking advantageof FLASH domain-
specific knowledge. There are three main areasin the
FLASH verification wherethis is done: the emulationof
bit operationgn Mur¢p, reconstructingmplicit typesfrom
C unions, and abstractingC datastructuresto reducethe
statespace.

Mury is a moreminimal languagehanC, andassuch,
doesnot provide someof the facilities that C does. Some
examplesof this arethe bit operationghatareoften found
in embeddedsystemscodesuchasthe FLASH protocols.
Theseoperationanustbe emulatedoy the Mury modelto
allow for properprotocol modeling. We use our config-
urableprinterto matchusesof unsupporte@perationsand
rewrite themto call subroutinesn the hardwaremodelthat
emulatethoseactions.

Anothercomplicationresultsfrom theloosetyping of C.
In the bi t vect or protocol,the Vect or variablerepre-
sentsa single nodelD whenthereis only one sharey but

holds a bitvector of sharersvhenthereis more thanone.
Thebi t vect or protocolkeepsthe numberof sharersn
a separatevariable. Mury doesnot have enoughtype in-
formationto interpretthesevaluessincethe union is im-
plicit. However, we may leveragethe xg++ compilerto
infer thetype andrewrite the extractedoutput. Thus,in the
extractedmodel,two variablesreplacethe singleVect or
variable,oneof whichis a nodelD, andthe other, alist of
nodes.Eachaccesgo Vect or isreplacedby anaccesso
the appropriatevariablewhile eachmodificationbecomes
two modificationspneto eachof the extractedvariables.

Finally, to malke model checkingtractable, measures
mustbe takento limit the numberof states. Whenmanu-
ally constructinga model,the userwill abstractdatatypes
whenit is safeto do so. The samecanbe donewith theau-
tomaticextractionif thecompilercanbe madeto recognize
instancesvheresuchabstractionganbe made. For exam-
ple,thedyn- pt r protocolusesa linkedlist to keeptrack
of theshareronacachdine. Implementinga literal linked
list producesrtificial statespacesxplosionandcomplicates
the modeldescriptionsinceMury hasno conceptof point-
ers.Abstractingthelinkedlist to anarraymakesthe model
muchsimplerandmoreefficient. Thedyn- pt r protocol
codemanipulateghelinkedlist througha setof functions,
so every accesss explicit. The linked list in the imple-
mentationis thustransformednto anarrayin the extracted
model by configuringthe metal printer to rewrite calls to
thelinkedlist accessindunctions.

Interestingly the extractionitself doesnot contribute di-
rectly to stateexplosionin the model checler. The size



smprinter tagged_printer {
decl { scalar } data, keep,

all:
/* Automatically insert

el se
ngk_e("assert (nh.|
mgk_e("ni _send( % ,

}
/* rewrite 'l en_cacheline
| { len_cacheline } |

1

swap,

Il ength assertions before each send.

{ NI_SEND(type, data, keep, swap, wait, null); } ==>
if (mgk_int_cst(data) != 0)
mgk_e("assert(nh.len = len_data);");

%

and 'l en_word’
{ len_word } ==> { ngk_e("len_data"); }

wai t, dec, null, type;

*/

en = len_nodata);");
procNum nh);", type, swap);

as 'len_data’ */

Figure 6. A metalprinter extension used to insert length field assertions.

of the statespaceand encodingis determinedby the way
theuserchoosedgo specifythedatastructuresn themodel.
Sincethe actionsbeing extractedare executedatomically
redundancieandextra local variablesin the extractiondo
not add extra states. They may resultin additionalcom-
putationtime, but for large modelsthis is usually not the
limiting factor

Themetalprinteris agoodexampleof thebenefitof hav-
ing an extension-basedystemratherthan an annotation-
basedne,sincethe annotatioris effectively automatedy
therulessetin the printer. This alleviatesthe needfor the
userto manuallyplaceannotationshroughouthe code.

5 The Hardware Model, Corr ectnessDefini-
tion, and Starting State

Beforethemodelcheclercanbeapplied,it mustbecom-
binedwith a modelof the hardwareon which the protocol
runs. In addition, a definition of correctnessn the form
of invariantsandassertionsnustbe specified,aswell asa
startingstatefor the model. The userverifying the system
mustmanuallycreatethesecomponentsFortunately these
componentsisually do not changemuchin the courseof
systemdevelopment.

In manuallymodeledsystemsactionsperformedby the
hardwareandprotocolcanbe interleared. Becausepart of
themodelingis doneautomaticallyin our systemthisis no
longertrue. Rather the hardware mustbe describedsepa-
rately so thatit accuratelymodelsthe interactionbetween
hardware and the extractedmodel descriptionof the pro-
tocol. Therearetwo typesof interactionthat concernus.
First, the protocol code can make calls to hardware func-
tional units. Examplesof this are the SEND instructions,
which in reality are assembleiinstructionsthat causethe
FLASH node controller to transmitmessages.The other

type of interactionis where the hardware causescertain
partsof the protocolcodeto execute. For example,when
the FLASH nodecontrollerreceivesa request,t consults
a table that causest to executea specifiedpieceof code
calledahandler.

OnFLASH, theprotocolcodeactivateshardwareunitsto
performfunctions.An exampleof thisis thenodecontroller
logic that sendsprotocol messagesut on the various!/O
subsystemprocessqgrand network interfaces. The SEND
instructiongn theprotocolcodenormallymapto assembler
commandswhich aredecodedindexecutedgventuallyac-
tivatingtheinterfacelogic. Thehardwaremodelmapsthese
instructionsto a subroutinghatmanipulateshe modelnet-
work and node controller datastructuresin the appropri-
ate way to mimic this behaiior. Another exampleis the
“software queue”,which is provided by the FLASH node
controllerhardware, where protocol handlerscan suspend
themselesin instancesvhentherearenotenoughphysical
resources$or themto completetheirtasks,to bereactvated
at a latertime. Similarly, the hardwaremodelhassubrou-
tinesthatacton datastructureghat mimic this queue.The
instructionsthatthe protocolcodeusesto activatethe soft-
warequeuearemappedntothesesubroutineshatwe have
provided.

Naturally, the hardware reactvatesthe suspendedhan-
dlersat a later time. Thus,we arrive at the otherform of
interaction,wherethe hardware causesertainpartsof the
protocolcodeto run. The FLASH nodecontrollerhasfour
input queuesthat can causehandlersto execute. One of
theseis the software queuewherehandlersare suspended.
The othersare input queuesfrom the I/O, processqgrand
network interfaces. Before suspendinghemseles on the
softwarequeue handlersstorea continuationPCto a field
in thesoftwarequeueentries.If thereis avalid entrypresent
on the software queue,the node controller can selectthis



| Invariants | Dynptr [ BitV | RAC | Coma |

TheReal Pt r s counterdoesnotoverflow (Real Pt r s maintainghe numberof X X X X
sharers)

Only asinglemastercopy of eachcachéine exists (basiccoherence) X X X X

A nodecan never put itself on the sharinglist (sharinglist is only for remote X X X X
nodes)

No outstandingequest®n cachdinesthatarealreadyin Excl usi ve state X X X X

Nodesdo not sendnetwork messaget themseles X X X X

Nodesnever overflow their network queues X X X X

Nodesnever overflow their softwarequeuegqueueusedto suspendandlers) X X X X

Theprotocolnevertriesto invalidateanexclusiveline X X X X

Protocolcanonly put datainto the processos cachein responsdo arequest X X X X

All processomessagéieadeinopcodefieldsaresetto valid opcodes X X X X

OpcodeXOR operationsalways occur on known opcodeginvalid opcodesare X X X X
never created)

If thereis no sharelin theHeadPt r , the sharinglist is empty X X X

If thesharinglist is notempty Real Pt r s, thenumberof sharerss greatetthan X X X
zero

The protocolstateis pendingwhile waiting for invalidations X X X

Whenaline is dirty, the sharinglist is empty(thisis only truefor if thereareno X
handlersuspensions)

Table 1. Description of all invariants checked.

suspendetiandlerto be servicedby jumpingto the contin-
uationPC.An enumeratedariablewhosevaluesrepresent
all the possibleentry pointsthat the continuationPC’s can
take togethemwith adispatchfunctionthatmimicsthe hard-
warejump mechanismmodelsthis behaior. Thedispatch
mechanisnfor the otherthreequeuess similar. Eachmes-
sagethat arrives on one of the I/O, processaror network
interfaces,containsan opcodethat indicatesthe message
type. A JumpTble configurationfile thatindicateswhich
handleris executeddependingon the type of messagé¢hat
arrives, is usedto programthe hardware dispatch. These
dispatchconditionscanbe easilytransformednto the pre-
conditionsthat guardeachextractedhandlerrule. In fact,
the mappingis simpleenoughthatin our FLASH verifica-
tion, this processvasautomatedvith a simplescript.

In additionto the hardware model,a correctnesslefini-
tion mustbe provided. Table1 givesalist of invariantsthat
we check. Someof theseareinvariantsaboutthe modeled
hardware componentsFor example,a nodecannotsenda
pacletto itself — the network will not routesucha request
properly Ontheotherhand,someinvariantsaremodelspe-
cific. For example,in the dyn- ptr protocol,if the list
of sharersis non-empty then the headpointer cannotbe
NULL. Thebi t vect or protocoldoesnotusealinkedlist
sothisinvariantcannotbe appliedto thatprotocol. In addi-
tion, theinvariantsmay changedependingon whataspects
of the protocolaremodeled.Theability to specifyprotocol

specificinvariantsallows the userto provide very specific
correctnessonditions.However, aswe seehere,out of 15
invariants,11applyto all casesThus,in our FLASH verifi-
cation theinvariantsarelargelyindependentf the protocol
model.

Finally, a startingstatemustbe provided. For FLASH,
thisis the stateof themachineat power-on, meaninghatall
valid memoryis atits homenodeandthe directoryentries
areall blank.

6 Results

With anextractedMure model,we foundatotal of eight
bugsin two of the four FLASH protocolsmodeled. We
found six errorsin dyn- ptr (four network headerbugs,
two counteroverflons) andtwo in bi t vect or . In con-
trast,the manualverificationof dyn- pt r foundno bugs.

The results of the verification are given in Table 2.
The size of the manuallybuilt componentwhich includes
the hardwaremodel,invariants,andstartingstate,changes
slightly betweenprotocolsbecausef the differentinvari-
antsandneedsof eachmodel. Note that the automaticex-
tractionreduceshe numberof manuallywritten linesby a
factorof two or more. Whatis evenmoresignificantis that
sinceour methodfaithfully extractsa model,the userneed
notunderstana@very detailof the protocolsto produceone.

The automaticallyinsertedassertionglescribedn Sec-



Protocol Errors | ProtocolSize | Extracted Model | Manual Model | Metal Size
(Max Processors)| found | (lines) (lines) (lines) (lines)
Dyn-Ptr(n=4) 6 12K 1100 1000 99
Bitvector(n=4) 2 8K 700 1000 100
RAC(n=4) 0 10K 1500 1200 119
Coma(n=4) 0 15K 2800 1400 159

Table 2. The results of verifying four protocols.

tion 2 found four bugsin dyn- pt r. To improve perfor

mance the protocolspeculatiely setsthe field to optimize
for the commoncase.The extractorwasableto determine
whatkind of messagehe protocolwas sendingandasser

tionswereautomaticallyplacedbeforeeachsendoperation
to ensurethat the datalength field was setcorrectly Be-

causeMury exhaustvely exercisesll paths,it detectedhe

four uncommonrcasesvherethe speculationvasfalse,but

therewasno correctioncode.

After fixing theprecedingougs,two subtlecounterover-
flow errorswere found. Both errorsinvolved miscalcula-
tions of themaximumnumberof sharerdhata counterhad
to record. They areparticularlymaliciousin thatthey only
manifestthemselesasa resultof a singlerareinterleaving
of events.

Thefirst bug involvesa performanceptimization,limit
seach, usedin thedyn- pt r protocol. The problemwith
usingalinkedlist, asdyn- pt r doesi,s thattheworstcase
overheadof searchingfor a single sharerbecomedinear
with the numberof sharers.Sucha searchoccurswhena
noden is alreadyon the list and evicts the cacheline due
to a capacityor conflict cachemiss. As a result,n should
no longerbe on the sharinglist and needsto be removed.
In practice,a linkedlist traversalon every cacheline evic-
tion is fartoo costly. However, the sharemustberemoved
from the list or repeateckvictions and requestsan cause
thelist to grow without bound. Thelimit searchoptimiza-
tion makesthe costof cacheline eviction independenbf
list length. If the sharerthatis to beremovedis not found
after searchinga fixed numberof list entries(the limit), a
counter St al ePt r s, is incrementedo indicatethatthere
is a“stale” sharetin thelist. WhenSt al ePt r s reachests
maximumvalue,all shareronthelist areinvalidatedto re-
move the duplicatesharers.A secondcounterReal Ptrs
is usedto keeptrackof thelist size.lIt isincrementeanev-
ery shareradditionanddecrementedn every sharerdele-
tion. As aresult,Real Pt r s mustbelargeenoughto hold
themaximumnumberof sharer®nalist, whichis themax-
imum valueof St al ePt r s plus the numberof nodeson
thesyster.

Unfortunatelydueto thereallocatiorof bitsin the struc-
tureusedto holdthesecountersthesizeof Real Pt r s was

1Actually, thisis notreally truebecausef the next bug.

7 bitswhile St al ePt r s was10bits, causingReal Ptrs
to overflow on the actual machine. The model checler
detectsa clear sequencef eventsthat leadsto the to the
counteroverflow.

The second overflow error also occurred on the
Real Pt r s counter which maintainsa countof the num-
ber of sharers. In the absenceof limit search(maximum
value of Stal ePtrs is zero), the maximum value of
Real Pt rs was thoughtto be the maximum number of
physicalnodesthat can be supportedon a system. How-
ever, a specificinterlearing of messagegan resultin a
Real Pt r s countof onegreatetthanthe numberof nodes,
thusbreakingthe rule. Becausdhe implementatiorof the
protocolhasspaceallocatedto Real Pt r s for 128 nodes
regardlesof the numberof nodeson the system this bug
never occurs,even after extensive useof the machine be-
causeonly 72 nodesexist andthusthe Real Pt r s limit
is never tested. However, in the future if the width of
Real Pt rs decrease®r a larger machineis built, this
would causefailures.

Finally, thereweretwo errorsfoundin thebi t vect or
protocol. We found onecasewherea messagevassenton
thewrongnetwork lane.Neitherthesimulatornorthe hard-
warechecksthatthe messageareon thecorrectlanes,and
thereis no manuallybuilt modelof thebi t vect or proto-
col thatwould have caughtthis error. A falseassertiorwas
alsodiscoveredin thebi t vect or protocol.It checledan
incorrectinvariantaboutthel/O state.lt wasnotcaughtear
lier becausassertionsireusuallydisabledon the hardware
andl/O is notmodeledn simulation.

7 Imposing Model Descriptions

We alsostudiedthe extentto which manuallydescribed
modelscanbeinaccurateeitherdueto translationerrorsor
“drift.” While it is not clearwhich resultsin moreerrors,it
isimmaterialsincethe endresultis the same- bugsmaybe
missedif a modelis specifiedincorrectly We usexg++ to
createan automatic‘checker” thatlooks for semanticdif-
ferencesdetweena modelandthe matchingprotocolcode.
To collectdata,we applythis xg++ extensionto themodel
of thedyn- pt r protocolcreatedby Park andDill andthe
currentFLASH protocolcode[19]. This datawill give us



anideaof how faithful manuallywritten modeldescriptions
areto their underlyingimplementations.

Rulesin Mury containa preconditionthat guardsac-
tions. We extract eachrule’s actionsand preconditionus-
ing a modified versionof the Mury front-endparser In-
cludedin this processis corverting strongly typed Murg
variablesto C’'s weaktype system. To translatesemantics
from the modelto the protocol code, we provide a table
that mapseachmodel variableto its FLASH equialent.
For eachrule, the extensionusesa heuristicon the name
of the rule to determinethe corresponding-LASH han-
dler A xg++ extensionusesthis mappingto attemptto
matchthe actionsof eachrule to thosein its handler It
searchedor a pathin the FLASH handlerthat will satisfy
the rule’s preconditionsby observingall conditionals,as-
signmentsandassertionsFor example,giventhe precon-
dition! DH. Pendi ng & DH. Di rty, it searchefor ase-
guencethatimpliesDH. Pendi ng tobeOandDH. Di rty
tobel. Thiscanbeinferredby tracking“if ” statementsas-
sertions,andassignment the code. If no suchmapping
exists, theextensionemitsanerrormessage.

After a pathsatisfyingthe preconditionhasbeenfound,
the extensionattemptso matchall actionsassociatedvith
that rule along that path. The manualmodel description
is simple enoughthat thereare only four typesof actions
to find: assignmentsassertionsdecrementsand message
sends. Assignmentsand decrementgan be transliterated
from Mury to FLASH. Note that conditionalsthat check
thatthe variablehasthe valueassignedn the Mury model
alsoimplied thattheassignmenis matched.This condition
arisesvhenthemodelomitsdetails.Assertionsn Mury are
simplebinaryboolearoperationsonsistingdof oneoperator
(equal,not-equal)andtwo operandsThey canbe matched
by eitheranassertionn theimplementatioror aconditional
thatimpliesthatthey aretrue. Messagesendson the other
handrequirespecialtreatmensincetheir operationcanbe
morediffuse in the FLASH code. For example,the mes-
sagesendat line 8 in Figure 3 encompassethreeseparate
statementf Figure2. For asend the messagepcodeand
outgoinglane argumentsare checled as well as outgoing
interface. Note that the extensiononly mapselementsin
themodelontoelementsn the protocolcode.

Every action in the manual model description was
checledagainstthe implementation.This found 14 differ-
encesbetweenthe model and the implementation. These
differencesfall into four categories: semanticallynon-
equivalentcoderearrangemenharderrorsin thetranslation
of themodel,semanticallyequivalentsyntacticdifferences,
andincidentaldifferencegesultingfrom modelinga subset
of theimplementationWe considerthefirst two cateyories
to betranslatiorerrorsthatcould hide potentialbugs.

Thereweretwo casesn the first catgyory. Thesecon-
sistedof caseswvhereassertionghatwere guardedoy “if ”

statementsn the model had beenhoistedpastthe corre-
spondind'if ” statement# theprotocolcode.Guardingthe
assertionsvith an extraneousconditionalmadethe manual
modeldescriptionwealerthantheimplementatiorsincethe
assertionsireonly checledon thatpath.

Thereweretwo errorsin translation which could mask
errorsin the modelitself. In one,the modelof theNI Lo-
cal Get XDel ayed handlerfirst checksthat is legal to
assignthe value 0 to the variable DH. Real before mak-
ing theassignmentin the actualprotocolimplementation,
Real Ptr s is a counterfor the numberof sharerson the
linkedlist. Thus,settingit to zerois a violation of theway
thiscountershouldhave beenused.Theothererrorinvolves
theassertiorshavnin line 12 of Figure2 andFigure3. This
assertionis incorrect,but survived verificationbecausehe
manualmodeldescriptionackedthe detailsto triggerit.

Therewere six caseswhere implementationcode was
translatedo semanticallyequivalentbut syntacticallydis-
similarmodelcode.For example,in theNl | nval AckDe-
| ayed, the protocol decrementghe counterReal Ptrs
and then tests for equality to 0. The model tests if
Real Pt r s equalsl andthendecrementsSincehandlers
on the samenoderun sequentiallytheseactionsareequi-
alent.

Finally, therewere four incidentaldifferences. In one,
the model indicatesthat an | NVAL_ACK messageshould
be sent,but the implementatiorsendsan | NVAL message
instead. In reality, the two opcodeshave the sameunder
lying bit encodingsothey areequivalenteventhoughthey
are syntacticallydifferent. Other examplesarosebecause
themodelonly partially describesheprotocol,andsomust
malke assumptionaboutthe modeledstate.

In summary 14 differenceswverefound: two rearrange-
ments,onetranslationerror that wealenedthe model,one
false assertionthat was hidden by a simplified hardware
model,andtenincidentaldifferences Thesedifferencedl-
lustratethe problemscausedy manualmodelingboth in
its initial constructionandin its modificationto track im-
plementatiorchanges.

8 RelatedWork

In previouswork, xg++ wasusedto build a setof static
checlersfor boththe FLASH protocols[7] andfor general
systemgode[10]. This papers useof modelcheckingand
slicing-basednodelconstructions a fundamentallydiffer-
entapproaclto finding errors. The methodsof both papers
arelargely complementary The errorsfoundin this paper
requiredynamicinformationandcancatchvery corvoluted
race conditions. In contrast,the static checlers are shal-
lower, but more light-weight and do not needto simulate
ary protocolcode.

We could have potentiallyusedotheropencompilersto



extract models. Theseinclude Lord’s ctool [16], Cren’s
ASTLOG [9], ShigeruChiba’s OpenC++ [5, 6], and Sri-
vastaa and Eustaces ATOM [20] object-codemodifica-
tion system.However, it appearghatthe first threewould
have requiredextensiveretoolingto supportheanalysisve
needed ATOM, ontheotherhand,worksattoo low alevel
for our purposes.

Thereis one publishedexampleof modelcheckingbe-
ing usedon animplementatiorof a cachecoherenceroto-
col [11]. In this case,the implementationis in hardware.
Themodelcheckingtechniquewasto userefinementn Ca-
denceSMV. Sofar aswe knaw, no oneelsehasbeenable
to applythis verificationapproach.

There have only beena few systemsto do computer
assistedmodel extraction. The Banderasystemis a so-
phisticatedmodel extractor for Java programs[8]. Ban-
derahastwo methoddor extraction. Thefirst is a program
slicerthatacceptsemporalpropertiesasslicing criteriaand
usessophisticatedtaticanalysisalgorithmsto do accurate
slicing. Effective slicing in Java requiresnew slicing al-
gorithmsfor multi-threadedprograms.The slicer removes
irrelevantcodeandvariablesthat could otherwiseblow up
the statespaceduring model checking. The secondtech-
nique is dataabstraction. The usermapsdatatypesto a
smallsetof abstractvalues.Abstractversionsof operations
appliedto thesedatatypesaredefined.Sincethe numberof
statewisitedby amodelchecleris afunctionof thenumber
of distinctvalueseachvariablecan have, this alsohasthe
potentialfor greatlyreducingthe statespaceduring model
checking.

Our approachis more pragmaticthan Banderas. Our
methodpermitsthe useof an open-endeaollection of ad
hoc extractionmethodsandis optimizedfor finding bugs.
It would bedifficult to imaginehandlingthe FLASH proto-
colimplementatiorwithoutthis flexibility . Banderahasnot
beensuccessfullyappliedto examplescomparablen com-
plexity to the FLASH protocols.

The SLAM projectat Microsoft Researckextractsa pro-
gramwith only booleanvariablesrom C code[2, 3]. These
variablesrepresenbooleanconditionsin the original code.
This programis model checled, and the resulting coun-
terexamplesareverifiedusingsymbolicexecutionanddeci-
sionprocedureslf a countergampleis foundto be afalse
alarm,constraintsaareaddedto the booleanprogramto im-
prove the model. The goal of the projectis to checkasser
tionsin the code. In contrast,we are extractinga model,
thenusingMur¢ to checkhigherlevel propertiesof several
instanceof the modelsrunningconcurrently It is difficult
toimaginesolvingthis problemwith SLAM becausef lim-
itations on the propertiesit cancheckandthe scaleof the
modelcheckingproblemthey would have.

An approachthat is similar to oursin philosophywas
usedto checkLucents PathStarsystem[14]. A “control

skeleton; which consistof only the controlconstructof a
systemwasextractedusinga simplified C parserandthen
selectedconstructs(such as messagesendsand receves)
were extractedfrom the original sourceusinga collection
of patternmatchingrules. The resultwas checled using
the SPIN modelchecler, which is an explicit statemodel
checler somevhatlike Murp.

An alternatie approachto oursis the Teapotsystem,
which is a programmingenvironment for software im-
plementationsof multiprocessorcache coherenceproto-
cols [4]. Teapotcouplesa domain-specificatiotanguage
for writing cachecoherencerotocolswith Murg, whichis
usedto verify the protocols. The protocolsare automati-
cally translatedo C afterverification. Programgeneration,
asin Teapot,is a good approachwhen applicable. How-
ever, it relies on the availability of adequatecompilation
techniquedor the highly specializechardwareusedin the
multiprocessomterconnectTherearenumerousxamples
in the FLASH protocolwherehandoptimizationwas nec-
essanbecaus¢hecompilerwasinadequateThe customiz-
able extractionmethodsdescribedn this papercanbe ap-
plied in the majority of casesvhenprogramgeneratioris
impractical.

9 Conclusion

We have demonstratec simple approachto automati-
cally extracting modelsfrom protocol code. Our method
bothreduceghe effort of usingmodelcheckingandmakes
it more effectve by ensuringthat the extractedmodel is
more faithful to the original protocol code. We were able
to applymodelcheckingto four protocolsin lesstime than
it took to manuallyverify just one. Oneof the greatbene-
fits is that the amountof manuallabor requiredis reduced
by a significantamount. In addition,our modelsare more
completeandfound errorsthat eludedthe manualverifica-
tion process. The automaticnatureof the extraction also
reduceghe problemof drift, ensuringthatthe modelthatis
checled closelytracksthe underlyingimplementation. In
total, our methodfound eight protocol bugs that were not
found by the manualverification. We alsofound four dis-
crepanciedetweenthe manuallydescribednodelandthe
implementationthat may have accountedor someof the
missedbugs. Our method,thoughautomatic,doesnotim-
pactthe statespaceof themodelcreated.

The core of our approachis the use of an extensible
compiler Compilersunderstandtode at a programming
languagedevel. We leveragethis understandingo build a
modelfrom theimplementatiorcode.Thisis accomplished
throughtwo facilities providedto us by xg++. Oneis the
metalslicer, which is usedto selectfeaturesin theimple-
mentationto extract. The otheris the metalprinter, which
allows the userbothto specifyadditionalchecksto tighten



the criteria for correctnessandto specify rulesfor recog-
nizing opportunitiesto perform abstraction. In combina-
tion with a model checler that takes imperatve language
input suchasMury, modelscanbe quickly andeasilycon-
structed.The benefithereis thata greateramountof a sys-
temcanbe checled by extractingmary orthogonalmodels
andcheckingeachseparatelyWhile themethodis notfully
automatic someof the verificationtaskswhich arebothte-
diousanderrorpronehave beenautomated.

We feelthatthis methodis applicableto arangeof prob-
lemsencounteredvhile detuggingandverifying low level
systems. It seemgparticularly effective on codefound on
embeddedhpplicationswherethe codeis easily analyzed
by toolsbut difficult for humando read.
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