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Abstract. Supervised-learning-based vulnerability detectors often fall
short due to limited labelled training data. In contrast, Large Language
Models (LLMs) are trained on vast unlabelled code corpora, yet perform
only marginally better than coin flips when directly prompted to de-
tect vulnerabilities. In this paper, we introduce ANVIL, a line-level vul-
nerability localization approach that reframes vulnerability detection as
anomaly detection, based on the premise that vulnerable code is rare and
thus anomalous relative to patterns learned by LLMs. ANVIL performs
a masked code reconstruction task: The LLM reconstructs a masked line
of code, and deviations from the original are scored as anomalies. We pro-
pose a hybrid anomaly score that combines exact match, cross-entropy
loss, prediction confidence, and structural complexity. We evaluate our
approach across multiple LLM families, scoring methods, and context
sizes, and against vulnerabilities after the LLM’s training cut-off. On
the PrimeVul dataset, ANVIL outperforms state-of-the-art supervised
detectors — LineVul, LineVD, and LLMAQO - achieving up to 2x higher
Top-3 accuracy, 75% better Normalized MFR, and a significant improve-
ment on ROC-AUC. Finally, by integrating ANVIL with fuzzers, we un-
cover two previously unknown vulnerabilities, demonstrating the practi-
cal utility of anomaly-guided detection.
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1 Introduction

Probabilistic approaches to static vulnerability detection have garnered consid-
erable research attention due to the promise of automatically detecting common
bug patterns by training a model on historical data. Confidence in statistical
modelling has only grown with recent advances in large language models (LLMSs).
One of the significant advantages of LLMs is that they can be trained in a self-
supervised fashion without labelled data. This has enabled them to be trained
on very large training sets, and led to impressive and surprising results in code
understanding and generation [16/48].

Unfortunately, the same cannot be said about their ability to detect vul-
nerabilities. As shown in a recent study [47], even with advanced LLMs like



GPT-4 [42], vulnerability prediction accuracy on real-world code is little bet-
ter than a coin-flip. A key reason for this limitation is that LLMs are trained
to generate code that resembles their training data, without explicit supervi-
sion about what constitutes buggy or vulnerable code. As a result, they lack
the domain-specific knowledge needed to reliably distinguish vulnerable code
from benign code. Meanwhile, existing learning and LLM-based vulnerability
detectors, while attempting to embed the notion of vulnerabilities, still suffer
from the lack of a large and well-labelled dataset [I0/14]. Efforts to compensate
for the shortage of labelled data by selecting relevant code features (e.g., the
granularity of the code context, commit history, control-flow, data-flow, etc.)
and converting these features into a learnable representation (e.g., a vector or a
graph) [BTIB0OITIITRIZ23I37/44] have only yielded modest improvements. Similarly,
recent attempts to generate new vulnerable training corpora [37/41/40] have not
improved real-world performance significantly, as synthetically generated vul-
nerabilities still cannot capture the huge variety of ways that vulnerabilities can
manifest themselves.

LLMs are effective because they are trained on massive unlabelled datasets,
enabling them to generate code in the same distribution. However, this generative
capability does not translate to an ability to recognize vulnerable code, as such
recognition is a different objective requiring additional training, ideally with
labelled vulnerable code. Out of the huge amounts of unlabelled code, only a
minuscule portion contains vulnerabilities, and even less has labels.

Rather than trying to learn bug patterns from such sparse signals, we ad-
vocate for the inverse. Vulnerable code is more likely to fall outside the LLM’s
learned distribution, because vulnerabilities constitute only a small fraction of
the code used in training. This allows us to recast bug detection as an anomaly
detection task: By comparing the original line of code to the generated version
in a masked code reconstruction task, we determine whether the line is anoma-
lous, i.e., out-of-distribution for an LLM. This focus allows for isolating the
vulnerability at a particular location, enabling line-level detection, while some
vulnerability detectors only work at the function granularity [38/2952/49/27].

There were attempts at modelling software defects as anomalies. For example,
a study of code “naturalness” [43] leveraged statistical methods to model software
bugs and their fixes, creating a purely statistical 10-gram model trained on 35
million LOC for next-token prediction. Then, given a line of code, the model
calculated the cross-entropy based on probabilities in its internal statistics and
achieved a bug detection accuracy competitive with static code analyzers.

We hypothesize that the 10-gram model’s result can be improved by modern
transformer-based LLMs since they have considerably greater representational
power, being trained on 10s-100s of billions of LOC (a 4-5 order of magnitude
increase). However, it is not straightforward to adapt this previous work on
code defects to vulnerability detection with LLMs. We highlight the following
challenges: First, the entropy measurement used by previous work does not suf-
ficiently discriminate between small text-level differences, which can be signifi-
cant for software correctness. For instance, just a one-character difference in an



if-statement’s predicate can lead to an out-of-bound array access (e.g. > vs >=).
To address this challenge, this paper explores different methods for quantifying
the anomaly level of predictions. Second, unlike 10-gram models, LLMs can use
a context of hundreds to thousands of tokens to make predictions, raising the
question of the appropriate context size to use, i.e., providing the LLMs with
context that is both sufficient and yet not overly large so that it confuses the
LLM. Third, the design space of LLMs includes diverse model architectures,
training objectives and datasets. Thus, we also explore whether anomaly-based
bug detection with LLMs generalizes to different model sizes and architectures.
Finally, given that modern LLMs are trained on large datasets, there is a risk of
“leakage,” that is, a pre-trained LLM may have seen both the vulnerable and fixed
version of the same code. Therefore, we evaluate our approach on a leakage-free
dataset containing only vulnerabilities disclosed after the LLMs’ training cutoff,
demonstrating its ability to generalize to unseen vulnerabilities.

To summarize, the paper makes the following contributions:

— We present ANVIL, a line-level anomaly-based vulnerability detection ap-
proach that does not require labelled training data. We demonstrate that
ANVIL, leveraging pre-trained LLMs, effectively identifies vulnerable code
as anomalous through masked code reconstruction.

— We evaluate different design choices, namely anomaly scoring functions,
model selections and prompt contexts, and find that hybrid scoring, larger
models, and compound statement contexts yield the best performance.

— ANVIL outperforms the state-of-the-art supervised-learning-based line-level
detectors, namely, LineVul, LineVD, and LLMAOQO, with 1.8 x—2x higher Top-
3 accuracy, 40%-75% better Normalized MFR, and a significant improve-
ment on ROC-AUC.

— We augment fuzzers with ANVIL to guide seed selection, uncovering two
previously unknown vulnerabilities, one of which has been assigned a CVE.

We make all code for our tool ANVIL available at |https://github.com/
joe-weizhou-wang /anvil-paper. All data and scripts used for running our evalu-
ation are also made public for reproducibility.

2 Methodology

2.1 Overview

Similar to previous research [43] in code “naturalness,” we consider a piece of code
anomalous (i.e., unnatural) if a model considers it out-of-distribution. Figure
describes the workflow of our technique, ANVIL. For each line of code under
analysis, we mask (remove) the original (ground truth) line and instruct the
LLM to reconstruct it based on the surrounding context. The LLM-generated
code is then compared with the ground truth to compute an anomaly score,
which quantifies the divergence between them. LLMs are trained to predict the
most probable token given a chain of previous tokens. Hence, a low reconstruc-
tion accuracy compared to the original code indicates that the original code is


https://github.com/joe-weizhou-wang/anvil-paper
https://github.com/joe-weizhou-wang/anvil-paper

anomalous, i.e., has deviated from the learned representation of the model. While
our study focuses on C/C++ as a proof of concept, ANVIL is language-agnostic
in design and can be applied to other programming languages supported by
FIM-trained code LLMs.
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Fig. 1. Overview of the ANVIL’s workflow

2.2 FIM & Context Selection

Code LLMs are trained for generative tasks such as code-completion, which
predicts the next n tokens given a code prefix, and fill-in-the-middle (FIM, or
infilling) [4], which generates tokens that fall between a given prefix and suffix.
We focus on FIM for detecting anomalies. Although code completion is a more
prevalent task, research by Bavarian et al. [4] highlights that FIM generally
results in lower reconstruction loss due to additional constraints provided by the
suffix. Suffix information allows FIM to capture downstream control and data
flows, which are crucial for generating correct code for masked lines.

However, adapting FIM for anomaly detection introduces challenges. First,
GPU memory and token limits make it infeasible to use entire source files as
context. Moreover, while LLMs claim to support long contexts, recent stud-
ies [3428/25] show that LLM performance often degrades when relevant informa-
tion is buried within long contexts. As there is limited work on context selection
for code reconstruction, let alone anomaly detection, we empirically evaluate two
strategies: (1) a naive fixed-size approach and (2) a structure-aware approach.

For (1), we investigate the effect of fixing the context to a specific number
of source-code lines, equally split between the prefix and suffix. For instance, a
500-line context uses 250 lines preceding and succeeding the line under analy-
sis. Naturally, this naive context selection may fail to capture relevant features
beyond its fixed limits (e.g., a 100-line window applied to a 200-line function).
Conversely, large contexts may pull in unrelated code, introducing noise that
could confuse the model.

Alternatively, (2) uses an Adaptive Context (AC) approach, which selects
the maximum compound statement enclosing the masked line. This method
ensures the model receives semantically relevant context without being distracted
by irrelevant lines. In C/C++, a compound statement refers to a sequence of
statements enclosed by curly braces. Given a line of source code, we define the
AC as the largest compound statement encapsulating the line. Often, the AC
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